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Preliminary remark

At the beginning of 2021, we published the first German edition of this brochure. And 
we were certain: Artificial intelligence (“AI”) is one of the major issues of the future 
for our society and economy – and thus also highly relevant from a legal perspective.

However, the speed of developments in recent months has surprised us. There is 
hardly a medium that has not reported in one form or another – and the current 
possibilities are being tested in schools just as much as in companies. Meanwhile, 
the third edition of the German broschure is available and we decided to publish it in 
English language as well.

The aim of this brochure is to provide a brief overview of the current legal situation 
and the state of the discussion. A brief presentation such as this cannot claim to be 
complete in terms of breadth and depth.

In addition, we venture an outlook on future developments and possible adaptations 
of the legal framework with regard to the advancing automation of AI and robotic 
systems. We are particularly interested in questions concerning the protectability of 
works created by AI on the one hand and questions of liability on the other – up to and 
including the not only provocative question of whether artificial intelligences should 
be holders of rights, perhaps even be given a legal personality. Here, too, we can and 
will only provide food for thought and discussion in a work of limited scope.

The German version has been published in summer 2024. This is an English trans­
lation for which some of the chapters have been updated.

Dr Andreas Lober		  Susanne Klein | LL.M.
Rechtsanwalt			  Rechtsanwältin
ADVANT Beiten		  ADVANT Beiten



4



5

Imprint
ADVANT Beiten
BEITEN BURKHARDT Rechtsanwaltsgesellschaft mbH
(publisher)
Ganghoferstrasse 33 | D-80339 Munich
AG Munich HR B 155350/VAT ID No.: DE811218811

© BEITEN BURKHARDT Rechtsanwaltsgesellschaft mbH
All rights reserved 2024

Authors

Dr Christina Hackbarth
Christian Hess | LL.M.
Dr Andreas Lober
Susanne Klein | LL.M.
Jason Komninos | LL.M.
Lennart Kriebel
Dr Peggy Müller
Dr Gerald Müller-Machwirth
Dr Birgit Münchbach
Wojtek Ropel



6



7

Content

Preliminary remark  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                           3

Authors  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                    5

Content  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                    7

1.	 Legal framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                          11

2.	 Artificial intelligence and intellectual property rights . . . . . . . . . . . . . .              11
	 2.1	 Protection of AI technology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                               11
		  2.1.1	 Protection by patents and utility models  . . . . . . . . . . . . . . . .                11
		  2.1.2	 Semiconductor . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                   15
		  2.1.3	 Copyright . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                       15

	 2.1.3.1	 Protection of computer programs . . . . . . . . . . . . . . . . .                16
	 2.1.3.2	 Protection of databases  . . . . . . . . . . . . . . . . . . . . . . .                       16

		  2.1.4	 Designs and registered designs . . . . . . . . . . . . . . . . . . . . . . .                       17
		  2.1.5	 Trademarks  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                     17
		  2.1.6	 Know-how and trade secrets . . . . . . . . . . . . . . . . . . . . . . . . .                         18
		  2.1.7	 Legal aspects of AI training . . . . . . . . . . . . . . . . . . . . . . . . . .                         21

	 2.1.7.1	 Permissibility of the use of data for the training  
	 of AIs under copyright law  . . . . . . . . . . . . . . . . . . . . .                     21

	 2.1.7.2	 Permissibility of the use of data for the training  
	 of AIs under data protection law . . . . . . . . . . . . . . . . .                 23

	 2.2	 Protection of work results created by means of  
	 artificial intelligence  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                    23

		  2.2.1	 Copyright protection of the output . . . . . . . . . . . . . . . . . . . . .                    24
	 Side note: Protection of prompts . . . . . . . . . . . . . . . . . . . . . . .                       25

		  2.2.2	 Trademark law . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                   26
		  2.2.3	 Patent and utility model law  . . . . . . . . . . . . . . . . . . . . . . . . .                         26
		  2.2.4	 Semiconductor protection . . . . . . . . . . . . . . . . . . . . . . . . . . .                           27
		  2.2.5	 Design and registered design  . . . . . . . . . . . . . . . . . . . . . . . .                        27
	 	 2.2.6	 Supplementary protection of benefits under 

			   competition law  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                  28
		  2.2.7	 Conclusion on protectability  . . . . . . . . . . . . . . . . . . . . . . . . .                         28
	 2.3	 Infringements through the use of AI-generated content . . . . . . . . . .          29
		  2.3.1	 Copyright infringement . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                             29
		  2.3.2	 Patent infringement  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                               31
		  2.3.3	 Design infringement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                               31
		  2.3.4	 Trademark infringement . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            32
		  2.3.5	 Personality Rights Infringement  . . . . . . . . . . . . . . . . . . . . . .                      32



8

3.	 Artificial intelligence and data law  . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            33
	 3.1	 The protection of personal data . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            33
		  3.1.1	 General Data Protection Regulation 

			   and Federal Data Protection Act  . . . . . . . . . . . . . . . . . . . . . .                      33
		  3.1.2	 Admissibility of data processing  . . . . . . . . . . . . . . . . . . . . . .                      34
		  3.1.3	 Obligations of the controller . . . . . . . . . . . . . . . . . . . . . . . . .                         36
		  3.1.4	 Data processing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                  37
		  3.1.5	 Data transfer to third countries . . . . . . . . . . . . . . . . . . . . . . .                       37
		  3.1.6	 Automated individual decision-making  . . . . . . . . . . . . . . . . .                 39
		  3.1.7	 Side note: Data protection with ChatGPT . . . . . . . . . . . . . . . .                40
	 3.2	 Ownership of data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                      44
	 3.3	 Data security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                         45

4.	 Liability regime . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                           46
	 4.1	 Contractual and legal liability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                              46
	 4.2	 No contract: fault liability and strict liability . . . . . . . . . . . . . . . . . . .                   47
		  4.2.1	 Fault liability  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                    47
		  4.2.2	 Strict liability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                    48
		  4.2.3	 Liability under special legal regulations 

			   (intellectual property law) . . . . . . . . . . . . . . . . . . . . . . . . . . .                          50
	 4.3	 Applicability to artificial intelligence . . . . . . . . . . . . . . . . . . . . . . . . .                         51
		  4.3.1	 Problem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                        51
		  4.3.2	 Applicability of existing regulations . . . . . . . . . . . . . . . . . . . .                    52
		  4.3.3	 User liability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                     54
		  4.3.4	 Contractual liability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                               54
		  4.3.5	 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                      55
	 4.4	 Developments at European level  . . . . . . . . . . . . . . . . . . . . . . . . . . .                           55
		  4.4.1	 Proposals EU Commission Expert Group 2019  . . . . . . . . . . . .            55
		  4.4.2	 EU Commission White Paper February 2020 . . . . . . . . . . . . . .              56
		  4.4.3	 Draft resolution of the EU Parliament
				    with recommendations to the Commission 

			   for a regulation of civil liability in the use  
	 	 	 of artificial intelligence 2020 . . . . . . . . . . . . . . . . . . . . . . . . .                         57

		  4.4.4.	 Regulation establishing harmonised rules 
	 	 	 for artificial intelligence (Artificial Intelligence Act) . . . . . . . .        57

	 4.4.4.1	 Material scope of application . . . . . . . . . . . . . . . . . . . .                    57
	 4.4.4.2	 Personal scope of application . . . . . . . . . . . . . . . . . . . .                   58
	 4.4.4.3	 AI with unacceptable risk: . . . . . . . . . . . . . . . . . . . . . .                     58
	 4.4.4.4	 High-risk AI systems: . . . . . . . . . . . . . . . . . . . . . . . . .                        58
	 4.4.4.5	 AI systems with limited risk  . . . . . . . . . . . . . . . . . . . .                    60
	 4.4.4.6	 Other AI systems . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            60
	 4.4.4.7	 General purpose AI systems . . . . . . . . . . . . . . . . . . . .                    61
	 4.4.4.8	 Special regulations for start-ups  . . . . . . . . . . . . . . . . .                 61
	 4.4.4.9	 Sanctions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                 61
	 4.4.4.10  Entry into force of the AI Act . . . . . . . . . . . . . . . . . . .                   62

		  4.4.5	 Proposal for a Directive on AI Liability 
			   of 28 September 2022 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                             62



9

	 4.5	 Insurances  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                           63
	 4.6	 A look into the future . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                   64
	 	 4.6.1	 Legal personality of artificial intelligence . . . . . . . . . . . . . . . .                65
		  4.6.2	 In particular: intelligent or autonomous robots  . . . . . . . . . . .           68
	 	 4.6.3	 Artificial intelligence and legal entities  . . . . . . . . . . . . . . . . .                 69
		  4.6.4	 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                      70

5.	 AI contracts  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                             71
	 5.1	 Contracts for artificial intelligence . . . . . . . . . . . . . . . . . . . . . . . . . .                          71
	 5.2	 Contracts concluded by Artificial Intelligence . . . . . . . . . . . . . . . . . .                  72

6.	 AI and employee co-determination  . . . . . . . . . . . . . . . . . . . . . . . . . . .                           73
	 6.1	 Consultation of experts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                  74
	 6.2	 Information and consultation rights  . . . . . . . . . . . . . . . . . . . . . . . .                        74
	 6.3	 Selection guidelines  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                    74
	 6.4	 Right of co-determination  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                74
		  6.4.1	� Right of co-determination pursuant to 
				    Sec. 87 (1) No. 1 BetrVG (regulatory behaviour) . . . . . . . . . . . .            75
		  6.4.2	 Right of co-determination pursuant to  

			   Sec. 87 (1) No. 6 BetrVG (technical monitoring equipment)  . . . .    75

Your Contacts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                               76



10



11

1.	 Legal framework

In recent months, the EU has been working at full speed to pass the world‘s first 
comprehensive law on artificial intelligence. The so-called “AI Act” (also known as 
the ‘Artificial Intelligence Act’ or ‘AI Regulation’) was adopted on 21 May 2024. It is 
directly applicable as a legal regulation in all EU Member States.

The AI Act aims to ensure that only AI systems that are both safe and respect the 
fundamental rights and values of the EU are brought onto the European market and 
used in the EU. It imposes numerous compliance obligations on companies.

However, the existing legal framework remains in place for “everything else”. And 
“everything else” includes, in particular, intellectual property rights, data protection, 
liability issues and contract law.

This means that the general laws continue to apply in this respect, with intellectual 
property law and the General Data Protection Regulation being of particular relevance 
in addition to general liability law (especially under the German Civil Code (BGB)).

At present, artificial intelligence has no legal personality of its own that would grant 
it rights and obligations. But above all, there is currently no independent liability for 
artificial intelligence.

We will give an outlook on what the legal status of artificial intelligence could be in 
the future in section 4.6.

2.	 Artificial intelligence and intellectual 
property rights

Intellectual property rights are highly relevant when it comes to the protection or 
protectability of AI technology – but also for the protection of work results created 
by artificial intelligence.

2.1	 Protection of AI technology

AI technology is not fundamentally different from other technologies. In principle, 
an AI or an AI application can be protected by all types of intellectual and industrial 
property rights, provided that their specific protection requirements are met.

2.1.1	 Protection by patents and utility models

Patents are granted for technical inventions which are new, based on an inventive 
step and industrially applicable (cf. e.g. Sec. 1 (1) German Patent Act, Art. 52 (1) of 
the European Patent Convention). 
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Patents are the intellectual property rights that provide the most far-reaching pro­
tection, as they protect not only the specific manifestation of an achievement, but 
also the underlying idea. In contrast, the ideas and principles underlying a computer 
programme are not protected for example under Sections 69 a) et seq. of the Copy­
right Act. Only the source and object code is protected. However, computer programmes 
as such are not protectable as patents, but computer-implemented inventions and 
process patents are (see in detail below). 

In territorial terms, patent protection can currently only be obtained for individual 
countries. There are various ways to do this: first, a patent application can be filed 
at a national patent office, such as the German Patent and Trademark Office (GPTO). 
If patent protection is desired in a large number of countries, it is possible to file a 
European patent application at the European Patent Office in Munich (EPO). In the 
case of a European patent, the patent application is subject to a uniform examination 
by the European Patent Office. After the European patent has been granted, the 
European patent is split into a bundle of national patents which are treated as a 
national IP right in the states where the European patent has been validated. The 
Patent Cooperation Treaty (PCT) also offers the opportunity to obtainmultiple IP rights 
in the participating states by filing a single application (with the World Intellectual 
Property Organization (WIPO) in Geneva). 

After a long preparatory phase, the European patent with unitary effect, also known 
as the Unitary Patent, has been available since 1 June 2023. The Unitary Patent is 
based on a European patent which becomes a European patent with unitary effect 
upon a request by the proprietor no later than one month after the grant of the 
European patent. Its territorial scope of protection extends to those states of the 
European Union that have ratified the Agreement on the Unified Patent Court. These 
are currently 18 states.  

As already explained above, patents are granted for technical inventions which are 
new, based on an inventive step and industrially applicable. However, mathematical 
methods, i.e. algorithms, or programs for data processing systems, i.e. software, are 
not inventions and thus not eligible for patent protection (see Sec. 1 (3) a) and c) 
Patent Act, Art. 52 (2) a) and c)  European Patent Convention (EPC)). The common 
reason for their exclusion is their lack of technical character.  

Thus, neither the mere algorithms underlying an AI nor the pure software as a 
sequence of instructions executable by a computer are patentable.  

However, this exclusion only applies to the extent that a patent is claimed for the 
aforementioned developments “as such” (cf. Sec. 1 (4) Patent Act, Art. 52 (3) EPC). 
Thus, so-called computer-implemented inventions, i.e. inventions that use computers, 
computer networks or other programmable devices, where at least one feature is 
realised by a program, are eligible for patent protection, provided that the use of the 
technical device is not limited to the “normal” physical interaction between software 
and hardware (cf. in detail Guidelines for Examination G II. 3.6., Guidelines for Exa­
mination F. IV. 3.9). Computer-implemented inventions are considered technical and 
are not programs for data processing equipment as such, since they are necessarily 



13

carried out on a technical device, the computer. Examples of computer-implemented 
inventions in which an AI can be used are, for instance, the control of an autonomous 
vehicle or the processing of measured values leading to the recognition of traffic signs 
or tumours on camera images.1  

The European Patent Office explicitly treats inventions that use or are based on AI as 
computer-implemented inventions and assesses their patentability based on criteria 
that apply to computer-implemented inventions. This approach is also likely to be 
followed at the GPTO.  

This means that patent protection is conceivable for inventions in which an AI is used 
or applied, provided that the other requirements for patentability are met, i.e. they 
are new, inventive and industrially applicable. 

An invention is new if it is not part of the prior art. Prior art includes all knowledge 
that was available to the public, i.e. to an unlimited circle of persons, prior to the filing 
date of the invention, whether by written or oral description, use or other disclosures 
(Sec. 3 (1) Patent Act, Art. 54 (1), (2) EPC). 

Information that the inventor himself has made public – even if only in the context of 
a lecture – also counts as prior art. Hence, the inventor – as well as his employer –  
should ensure the strictest secrecy and secure any disclosure of relevant technical 
information to third parties with strong non-disclosure agreements. 

An invention is based on an inventive step if it is not obvious to a person skilled in the 
art. The invention must be a further development of the prior art that goes beyond 
mere routine activities of the person skilled in the art. In the context of computer-
implemented inventions, it must also be noted that only those features that contribute 
to the technical character of the invention can establish inventive step. Non-technical 
features, on the other hand, cannot constitute inventive step. 

Examples of technical areas where AI-based inventions could be used include medical 
devices, automotive, aerospace, industrial control system, additive manufacturing, 
communications/media including speech recognition and video compression, as well 
as the fields of computers, processors, or computer networks.  

Like the patent, the utility model – often referred to as the patent‘s “little brother” – 
requires a new technical invention that is based on an inventive step and is industrially 
applicable. With respect to the requirements for protectability, in particular regarding 
the required inventive step, the same requirements apply to the utility model as to 
the patent. The restrictions regarding the protection of software and thus also of 
computer systems also apply here. 

1	 Cf. https://www.dpma.de/dpma/veroeffentlichungen/hintergrund/ki/kuenstlicheintelligenzundschutz­
rechte/index.html.

https://www.dpma.de/dpma/veroeffentlichungen/hintergrund/ki/kuenstlicheintelligenzundschutzrechte/index.html
https://www.dpma.de/dpma/veroeffentlichungen/hintergrund/ki/kuenstlicheintelligenzundschutzrechte/index.html
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In contrast to patent law, utility model law provides for another specific ground for 
refusing protection. Accordingly, no utility models are granted for processes. Yet 
method claims are particularly predominant in the field of computer-implemented 
inventions. In the context of computer-implemented inventions, all methods that 
have an AI as their subject matter are therefore not protectable by a utility model.

Unlike a patent, the substantive requirements for protection, i.e. novelty, inventive 
step and industrial applicability, are not examined before registration. At European 
level, utility model protection does not exist and there are no plans for a utility model 
with unitary effect as in patent law.

A patent gives the patent holder (or its exclusive licensee) the right to exclude third 
parties from using the subject matter of the patent, i.e. the patented technology, 
and to use the technology alone. 

If the subject matter of the patent is a device, such as a machine or a system con­
trolled by an AI, the patent proprietor may prohibit the use of the product as a whole, 
as well as the offering, marketing or importing of the device (Sec. 9 No. 1 Patent Act). 
Furthermore, the supply of means relating to an essential element of the invention 
is prohibited if the supplier knows or it is obvious from the circumstances that these 
means are suitable and intended to be used for the exploitation of the invention in 
Germany (so-called indirect patent infringement, Sec. 10 Patent Act). 

If the patented AI application is a process patent, the patent proprietor may prohibit 
any third party from applying the process within the territorial scope of the patent or, 
if the third party knows or it is obvious from the circumstances that the application of 
the process is prohibited without the consent of the patent proprietor, from offering it 
for application within the scope of this law (Sec. 9 (2) Patent Act). Similarly, offering 
and supplying a device with which a patented process can be practised may constitute 
an indirect patent infringement under Sec. 10 (1) Patent Act. Since process patents 
are predominant in the field of computer-implemented inventions, Sec. 9 (2) Patent 
Act is of great practical relevance. The aforementioned method for the detection of 
tumours can serve as an example.

Finally, the proprietor of a process patent may prohibit third parties from offering, 
putting into circulation or using the products directly manufactured by the process 
(Sec. 9 No. 3 Patent Act). This option is intended to prevent products made by the 
patented process from entering the market, for instance, because the process is car­
ried out in a patent-exempt foreign country and the products are then brought into 
the country. In any case, physical products that are produced by an AI-supported 
manufacturing process are covered. 

The patent proprietor who has been harmed by the infringement of his patent is 
entitled to claims for injunctive relief against future infringements (Sec. 139 (1) 
Patent Act). 

Furthermore, the patent proprietor may – in case of intentional or negligent acts – 
claim compensation for all damages incurred and still to be incurred as a result of 
the use of the patented subject matter (Sec. 139 (2) Patent Act). Three calculation 
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methods are available to the patent proprietor for the calculation of damages:  
Compensation for lost profits, payment of a fictitious licence fee which reasonable 
parties to a licence agreement would have used as a basis for a licence agreement 
(so-called licence analogy), and surrender of the infringer‘s profit. This is calculated 
by deducting from the turnover of the protected device or process the costs directly 
incurred in the manufacture or distribution of the infringing product. Fixed costs 
cannot be set off against profits.

Furthermore, the patent proprietor is entitled to information and rendering of accounts 
in order to obtain information about the origin and the distribution channels of the 
infringing products as well as about the names and addresses of the manufacturers, 
suppliers or other owners and about the commercial customers as well as about the 
quantity of the products manufactured or delivered (Sec. 140 b) Patent Act, Sec. 242 
BGB).

Finally, the infringer may be required to recall the infringing products or permanently 
remove them from the distribution channels and destroy the infringing products 
owned or possessed by the infringer (Sec. 140 a Patent Act).

2.1.2	 Semiconductor

According to the Semiconductor Protection Act (HalblSchG)2, “semiconductor pro­
ducts” are three-dimensional structures consisting of a body whose surface has a layer 
of semiconducting material and one or more further layers of conductive, insulating 
or semiconducting material arranged according to a given three-dimensional pattern.3 

The topography of microelectronic semiconductor products and independently usable 
parts as well as representations for the production of the topography are eligible for 
protection, Sec. 1 (1) HalblSchG. The underlying concepts, processes, systems, and 
techniques as well as the information stored in the semiconductor product are expli­
citly excluded from protection, Sec. 1 (4) HalblSchG. The protection of semiconductor 
products is harmonised at EU level.4

2.1.3	 Copyright

The German Copyright and Related Rights Act (Gesetz über Urheberrecht und verwan­
dete Schutzrechte – UrhG)5 grants the author the sole rights to his work. Protection 
arises automatically through the creation of the same, so unlike a patent, it does not 

2	 Implementation of the European Directive 87/54/EEC.
3	 Klett/Sonntag/Wilske, Intellectual Property Law in Germany, page 51.
4	 Council Directive 87/54/EEC of 16 December 1986 on the legal protection of topographies of semicon­

ductor products.
5	 Copyright and Related Rights Act.
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have to be entered in a register. The UrhG covers not only original works such as 
works of art or musical performances but also computer programmes and databases 
(see section 2.1.3.2 below for more details on databases). It is therefore relevant to 
the protection of AI in all its forms.

2.1.3.1	 Protection of computer programmes
AI systems are usually realised on the basis of software, so that protection as a 
computer programme should be considered first.

The law does not contain a legal definition of the term computer programme. A com­
puter programme is widely defined as a set of instructions to an information-proces­
sing device and to the human being working with this device to produce a result.6 
A prerequisite for protection is a minimum level of creativity. It is generally concluded 
from the latter principle that all those elements that have not been individually created 
by a human author are not eligible for protection. This includes algorithms as well as 
general principles of mathematical logic.7 Equally ineligible for protection are those 
components that have been generated automatically by a machine. 

Thus, protection of the specific arrangement as a computer programme is possible 
in principle if the level of creativity is sufficient. However, the technical functionality 
remains in the public domain, i.e. without copyright protection, since ideas and con­
cepts as such are not protectable under copyright law.8

  
2.1.3.2	 Database protection 
In part, the protection of AI as a database work or via the ancillary copyright in the 
database is discussed. While a database work is legally defined as a collective work, 
the elements of which are systematically or methodically arranged and individually 
accessible by electronic means or by other means, according to the legal definition 
of Sec. 87 a (1) UrhG a database is a collection of works, data or other independent 
elements that are systematically or methodically arranged and individually accessible 
by electronic means or by other means. However, a generative AI is not the collec­
tion of independent elements with independent information value required for this. 
This is justified by the fact that although the information has a content value, it has 
no use beyond the context of the specific network and is also not independent of 
the other elements of the network.9 As a result, these regulations do not currently 
provide sufficient protection.

6	 KG Berlin CR 2010, 424, 425 et seq.
7	 Schricker/Loewenheim/Spindler, Urheberrecht, 6th Edition 2020, § 69 a marginal no. 12.
8	 Apel/Kaulartz, RDi 2020, 24 ff. marginal no. 18.
9	 Ebers/Heinze/Krügel/Steinrötter, Künstliche Intelligenz und Robotik, § 9 marginal no. 54.
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2.1.4	 Designs and registered designs 

Design protection under the German Act on the Legal Protection of Designs (Design 
Act – DesignG) is quite similar to copyright protection. An essential difference to 
copyright protection is that a registration is generally required for the protection of a 
design, Sec. 27 DesignG. A design exists in the case of two-dimensional patterns or 
three-dimensional models which are new and have individual character. The design 
can only relate to a product which is understood to mean any industrial or handicraft 
object, including packaging and get-up.

Computer programmes as such are no products and are thus excluded from design 
protection. However, the actual representation of the design, for instance, is acces­
sible to design protection, but not the mathematical instructions that generate the 
actual representation, i.e. not the program logic.

The EU also offers design protection through a uniform EU design. So far, the so-
called Community design is protected under Council Regulation (EC) No. 6/2002 of  
12 December 2001 (Community Design Regulation – CDR). This regulation is currently 
being revised and adapted to the digital age. The European Commission made a corre­
sponding proposal, which was adopted by the European Parliament on 14 March 2024. 
Now the Regulation needs to be formally adopted by the Council.10

According to Art. 4 (1) EU Design Regulation, a design shall be protected by an 
EU design (previously: community design) if it is new and has individual character. 
A design is defined as the appearance of a product or a part thereof resulting from 
the features, in particular the lines, contours, colours, shape, texture, materials of 
the product itself and/or its decoration, see Art. 2 No. 3 EU Design Regulation. Accor­
ding to Art. 5 EU Design Regulation, a design  shall be considered new if no identical 
design has been made available before the filing date. It has individual character 
if the overall impression it produces on the informed user differs from the overall 
impression produced on such a user by another design which was made available 
before the filing date.

In the context of artificial intelligence, design protection will therefore play a role if, 
for example, the external design of a robot with integrated artificial intelligence is to 
be subject to protection. 
 

2.1.5	 Trademarks

Pursuant to Sec. 3 German Trademark Act (Markengesetz – MarkenG) and Art. 4 
European Union trademark regulation (EUTMR), all signs, in particular words, images, 
letters, numbers, sounds, three-dimensional designs as well as colours and colour 
combinations which are capable of distinguishing the goods or services of an under­
taking from those of other undertakings may be protected as trademarks.

10	 https://www.europarl.europa.eu/doceo/document/TA-9-2024-0164_EN.html#title1.

https://www.europarl.europa.eu/doceo/document/TA-9-2024-0164_EN.html#title1
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Artificial intelligence that is distributed commercially can be protected under trade­
mark law:

Trademarks must always be registered for specific goods and services, which in turn 
are assigned to different classes. In Germany, protection is possible via a German, 
i.e. national trademark and an EU trademark which, once registered, claims protection 
in all countries of the European Union. Based on such a trademark, protection can 
then also be claimed internationally in most countries of the world via international 
trademark registration. Since artificial intelligence is mostly mathematical solutions 
realised in software, protection can be considered in the context of the classification 
of artificial intelligence as software. Accordingly, protection could be sought for an 
artificial intelligence in class 9 of the so-called Nice Classification.

Depending on the functionality and form of use of the AI, a different classification may 
also be considered. For example, if the AI is built into a particular device, the trade­
mark should be protected in the class in which the device falls. An intelligent refrige­
rator with built-in AI would be protected in class 11 like a conventional refrigerator.

In addition to word and figurative marks, signs such as sound marks, three-dimen­
sional trademarks, colour marks and colour combination marks can also be registered 
as trademarks. However, the sign must be distinctive and not purely descriptive.  
It must always function as an indication of origin. This is not always the case with 
3D marks and colour marks. If it is a customary colour or colour combination or a 
customary design form, corresponding trademark applications will only be registered 
if the application can be shown to have an acquired distinctiveness.

For instance, protection of a 3D mark could be considered for a robot with integrated 
artificial intelligence if it has a characteristic design language and is perceived as an 
indication of origin by the target group.

2.1.6	 Know-how and trade secrets

Artificial intelligence is often innovative – as with any innovative technology, the 
question arises as to the extent to which individual elements may be protected as 
trade secrets against unauthorised use and disclosure.
 
An AI in the form of an AI-based system, the source code of an AI application or its 
underlying algorithm may be protected as a trade secret. The source code of an AI 
application or the algorithm underlying the application regularly forms the basis of a 
company‘s business model and gives it a decisive competitive advantage. This com­
petitive advantage is, in a way, based on the fact that the information is not publicly 
known and thus cannot be easily replicated.

The protection of trade secrets is governed by the German Act on the Protection 
of Trade Secrets (Gesetz zum Schutz von Geschäftsgeheimnissen – GeschGehG) 
which has been in force since 18 April 2019. According to Sec. 2 No. 1 GeschGehG,  
a trade secret is information
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a)	� which is not generally known or readily accessible, either as a whole or in the 
precise arrangement and composition of its constituent elements, to persons 
in the circles which normally handle this type of information and is thus of 
economic value, and

b)	� the subject matter of which is subject to confidentiality measures appropriate 
to the circumstances by its legitimate holder, and

c)	 where there is a legitimate interest in confidentiality.

To qualify as a trade secret, it is first necessary that the relevant information, for 
example the source code or algorithm, is kept secret to the extent that the public 
has no access (lit. a). It is irrelevant if individual elements become known, since 
according to the law it is only harmful if the information is accessible as a whole or 
in its exact arrangement and composition of its components. 

Information is not generally known if only the authorised holder and third parties 
bound to secrecy know it. If, however, it is disclosed to a wider circle, the secret nature 
of the information may be questioned. After all, this is a question of assessment, so 
that it depends on the individual case whether information is generally known. The 
decisive factor is whether the holder of the secret keeps the circle of “those in the 
know” under control.11 

Finally, the information must have an economic value to the holder because it is sec­
ret. This is the case if its unauthorised use or disclosure is likely to harm the holder 
by undermining the holder‘s scientific or technical potential, commercial or financial 
interests, strategic position, or competitiveness.12 

This is obvious in the case of the source code or algorithm of an AI application. Pub­
lishing this information would limit the competitive advantage and thus possibly the 
number of users and thus the profitability and market share of the holder.

Trade secret protection is only granted to information such as the source code of an 
AI application under the GeschGehG if the holder has taken appropriate confiden- 
tiality measures appropriate the circumstances (Sec. 2 No. 1 b) GeschGehG). 

Adequate and reasonable, but not absolutely effective or unavoidable protective mea­
sures are needed.13 A standardised application of certain measures is not advisable.  
To determine which measures are appropriate under the circumstances requires a 
case-by-case assessment of which measures are necessary for a particular trade 
secret. 

11	 Ohly/Sosnitza/Ohly, 2nd edition 2024, GeschGehG, Sec. 2 marginal no. 22 et. seq.
12	 Ohly/Sosnitza/Ohly GeschGehG Sec. 2 marginal no. 36 et seq.
13	 OLG Hamm WRP 2021, 223, 237 – Stopfaggregat; Ohly/Sosnitza/Ohly, GeschGehG. Sec. 2 marginal 

no. 43. with further references.
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In particular, the value of the trade secret and its development costs, the nature of 
the information, the importance for the company, the size of the company, the usual 
confidentiality measures in the company, the type of labelling of the information 
and agreed contractual arrangements with employees and business partners can be 
taken into account.14

A combination of physical or technical access restrictions and precautions (e.g. pass­
word protection, access only for certain employees) with contractual security mecha­
nisms (e.g. confidentiality clauses in employment contracts and project agreements) 
is recommended. As a rule, the more important and valuable the trade secret is for 
a company, the more elaborate protective measures are required to maintain pro­
tection as a trade secret.

Finally, any reasonable economic interest is sufficient for the legitimate interest in 
confidentiality Sec. 2 No. 1 c) GeschGehG). Only in exceptional cases, such as in 
the case of criminal offences, the legitimate interest may be absent. In connection 
with the source code or the algorithm of an AI, a lack of legitimate interest may be 
conceivable in very exceptional cases. If at all, this would include algorithms or AI 
applications that are designed to discriminate, or if an AI system uses a prohibited 
Artificial Intelligence practice as defined in Article 5 of the Regulation of the European 
Parliament and of the Council laying down harmonised rules on Artificial Intelligence 
and amending certain acts of the Union15 (Artificial Intelligence Act – AI Act).

If the source code or algorithm of a computer system is protected as a trade secret, 
such a trade secret may not be obtained, disclosed, or used against the will of the 
holder, Sec. 4 GeschGehG. Copying documents, objects and materials containing the 
trade secret is prohibited. Even a person who has received a trade secret from a third 
party may not use or disclose it if it was obvious that the third party had obtained 
the trade secret without authorisation. In the event of an infringement of a trade 
secret, the holder can take action against the distribution of infringing products. In 
this respect, he is entitled to injunctive relief, Sec. 6 GeschGehG. The holder may 
claim damages for past infringements, Sec. 10 (1) GeschGehG. For the calculation 
of the claim for damages, the infringed party may choose the most favourable cal­
culation method between several calculation methods: Compensation for lost profits, 
calculation based on a fictitious licence fee or skimming off the infringer‘s profit,  
Sec. 10 (2) GeschGehG.

To further enforce the prohibitions on action in Sec. 4 GeschGehG, offences are 
punishable under Sec. 23 GeschGehG if its requirements are met. The prosecu­
tion of infringements of the Trade Secrets Act is regularly subject to prosecution in 
accordance with Sec. 23 (8) GeschGehG. In cases covered by Sec. 23 (4) GeschGehG, 
unlawful acquisition, use and other modalities are punishable by up to five years‘ 
imprisonment.

14	 Begr. RegE BTDrs. 19/4724
15	 https://eur-lex.europa.eu/resource.html?uri=cellar:e0649735-a372-11eb-9585-01a75ed71a1.0019.01/

DOC_1&format=DOC.

https://eur-lex.europa.eu/resource.html?uri=cellar:e0649735-a372-11eb-9585-01a75ed71a1.0019.01/DOC_1&format=DOC
https://eur-lex.europa.eu/resource.html?uri=cellar:e0649735-a372-11eb-9585-01a75ed71a1.0019.01/DOC_1&format=DOC
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In principle, it is possible to take action against all infringing products whose design, 
features, functioning, manufacturing process or marketing are based to a significant 
extent on the unlawfully obtained, used, or disclosed trade secret.

Furthermore, the infringed party has a claim to destruction or surrender of documents 
embodying the trade secret and to recall, removal and withdrawal from the market 
as well as destruction of infringing products. To uncover the extent of the infringing 
acts, the GeschGehG gives the holder of a trade secret a broad right to information, 
Sec. 8 GeschGehG.

In addition to the GeschGehG, there are also some special provisions in other laws 
in Germany, in particular in the Criminal Code.16 The unlawful exploitation of trade 
or business secrets of third parties is punishable, for instance, under Sec. 204 of 
the Criminal Code, if the third party has been obliged to keep the information secret 
under Sec. 203 of the Criminal Code.

2.1.7	 Legal aspects of AI trainings

2.1.7.1	 Permissibility of the use of data for the training of AIs  
under copyright law

The question of the permissibility of using copyrighted material to train AI applica­
tions is currently the subject of much debate, not least because of some major court 
cases. Not only Getty Images is defending itself against this17 but also the artists 
Sarah Andersen, Kelly McKernan and Karla Ortiz are suing in US courts over the use 
of their images for training purposes.18 

Writers such as George R.R. Martin (‘Game of Thrones’), John Grisham and even entire 
publishers such as the New York Times are also suing.19 All of the people concerned 
are defending themselves against the fact that their works have been fed into the 
databases of AI-generated systems without their consent.

When training AI applications, the data is usually only processed automatically to 
“learn” from it. Technically, however, this requires at least temporary copying. This 
is where copyright law comes into play, which applies not only to permanent but also 
to temporary reproductions. In principle, therefore, the use of copyright-protected 
texts or images requires the permission of the author or a legal authorisation, which 
in principle also applies to the use of copyright-protected works used for training 
purposes for an AI.

16	 For example, Sec. 202 a) et seq. German Criminal Code (Strafgesetzbuch – StGB), data espionage 
and phishing.

17	 See https://www.heise.de/news/Kunst-oder-Klau-Getty-Images-verklagt-KI-Bildermacher-Stabi­
lity-ai-7461617.html, last retrieved 23 May 2023.

18	 See https://www.golem.de/news/stable-diffusion-und-midjourney-urheberrechtsklage-gegen-ki-bildge­
neratoren-2301-171242.html.

19	 https://www.tagesschau.de/ausland/amerika/klage-schriftsteller-chatgpt-100.html; https://www.tages­
schau.de/wirtschaft/digitales/nyt-klage-chat-gpt-102.html.

https://www.heise.de/news/Kunst-oder-Klau-Getty-Images-verklagt-KI-Bildermacher-Stability-ai-7461617.html, zuletzt aufgerufen am 23.05.2023
https://www.heise.de/news/Kunst-oder-Klau-Getty-Images-verklagt-KI-Bildermacher-Stability-ai-7461617.html, zuletzt aufgerufen am 23.05.2023
https://www.golem.de/news/stable-diffusion-und-midjourney-urheberrechtsklage-gegen-ki-bildgeneratoren-2301-171242.html
https://www.golem.de/news/stable-diffusion-und-midjourney-urheberrechtsklage-gegen-ki-bildgeneratoren-2301-171242.html
https://www.tagesschau.de/ausland/amerika/klage-schriftsteller-chatgpt-100.html
https://www.tagesschau.de/wirtschaft/digitales/nyt-klage-chat-gpt-102.html
https://www.tagesschau.de/wirtschaft/digitales/nyt-klage-chat-gpt-102.html
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Sec. 44 a) UrhG provides an exception to the requirement of consent. Accordingly, 
temporary reproduction is permissible if it is only transitory or incidental and has 
no independent economic importance. However, this exception does not apply in the 
present case since the training material as the basis of the training is of considerable 
economic importance.20  

Relevant, however, is the restriction of so-called data mining according to Sec. 44 
b (1) UrhG. Data mining is defined as the automated analysis of single or multiple 
digital or digitised works in order to obtain information, in particular about patterns, 
trends, and correlations. According to the provision of Sec. 44 b UrhG, which is based 
on a European directive from 2019, reproductions of lawfully accessible works for text 
and data mining are permissible even without the consent of the respective author.

The training of an AI application using works protected by copyright is thus in principle 
permissible without a licence under the above-mentioned conditions. The legislator 
stipulates that the copies must be deleted when they are no longer required for text 
and data mining, see Sec. 44 b (2) UrhG. This should regularly be the case after the 
training has been completed.

However, rights holders can opt out. They can declare a reservation against such 
data mining, which, however, must be in machine-readable form (see Sec. 44 b (3) 
UrhG). There is still a great deal of uncertainty as to how this reservation must be 
structured in detail. Is it sufficient, for instance, if the rights holder has built in a 
registration obligation or a paywall to protect against so-called web scraping? In this 
respect, it also remains to be seen whether Sec. 44 b UrhG will even be retained in 
its current form: The provision was included in the law before the problem of gene­
rative artificial intelligence was even widely discussed. Hence, it is likely to be put to 
the test in the near future. 

It should also be mentioned that it is currently being discussed whether a special 
ancillary copyright should be introduced for machine learning, which would be admi­
nistered by exploitation companies. This would offer the possibility – similar to the 
copy levy – of financially involving the authors concerned. The question, whether 
there is actually a need for such an ancillary copyright is not easy to answer.21 In 
this respect, there is also the problem that the big players in the field of artificial 
intelligence have already used or “scraped” everything publicly available for training. 
It is thus argued that any levies would only create hurdles for new players, which 
would further consolidate the market advantage of those who were pioneers in this 
field. However, the pioneers will also have to update their data regularly, in which 
case they would also be affected by any levies.

20	 Spindler GRUR 2016, 1112, 1114.
21	 Cf. for discussion Krone RDi 2023, 117, 122 with further references.
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2.1.7.2	 Permissibility of the use of data for the training of AIs 
under data protection law 

Data protection regulations must also be kept in mind when training AI applications. 
In this respect, we refer to chapter 3.1.7. “Side note: Data protection with ChatGPT”. 
The legal situation regarding data protection explained there is also relevant for other 
text or image-generating AIs.

2.2	 Protection of work results created by means  
of artificial intelligence

Artificial intelligence can create works that would be protected by intellectual property 
rights or could be protected if they were created by human beings, such as texts, 
graphics, images, videos, or music.22 

Numerous projects of this kind have become known to a wider audience through the 
media, in particular the portrait of Edmond de Belamy created by an AI and sold at 
auction for around half a million euros. On a broad scale, AI is being experimented 
with and many different results are being created, from utility texts to poems to sim­
ple computer games. In addition to these experiments, AI is already being used on 
a larger scale to support people in their creative work. We can think here of simple 
applications such as image optimisation, but also of support for the creation of com­
puter game worlds. Finally, the tools presented at the end of 2022, such as the text 
generator ChatGPT or the image generators Midjourney, Stable Diffusion or Dall-E 2,  
now make these AI applications available to a broad public. AI applications that sup­
port software developers in the actual programming of source code (for instance, the 
GitHub Copilot) have also gained considerable importance and may have a significant 
impact on the intellectual property rights to the results of their work.

Under current law, however, it is not possible for artificial intelligence to own intel­
lectual or industrial property.
 
What is less easy to answer is to what extent human beings or legal entities can 
be the holders of rights to intellectual or industrial property created by or with the 
help of an AI – or whether AI-created work results, the so-called output, can be pro­
tected at all. Above all, the question arises in cases where the AI not only provides 
support like a tool but creates the work more or less independently. In this respect, 
a distinction must be made between the different intelletual or industrial property 
rights.

22	 Regarding programme codes generated by means of AI, see Siglmüller/Gassner, RDi 2023, 124 et 
seq.
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2.2.1	 Copyright protection of the output

The initial question as to whom is the author of a work created by means of AI is  
Sec. 2 (2) UrhG. A work of any kind can only be protected by copyright if it is a per­
sonal intellectual creation of the author. In this context, “personal” is only that which 
is the result of human creation. According to the consensus view, this requires human 
creative activity, which is why neither animals nor machines can create a “work” 
within the meaning of copyright law. For example, the famous selfie of the monkey 
Naruto, could not enjoy copyright protection because it was not a human creation. 
Similarly, AI-generated works lack human creation.

According to German copyright law, artificial intelligences themselves cannot in prin­
ciple produce a personal creation and thus cannot create a copyrightable work. 
Consequently, the developers or providers of the AI are simply not the authors of 
the generated output and the results generated by AI are not protected by copy­
right. Therefore, OpenAI, for example, cannot actually grant any rights of use and 
exploitation to the content generated by ChatGPT. In practice, however, this does 
frequently not prevent AI providers from granting users all rights in their general 
terms and conditions. Corresponding clauses should be understood in such a way 
that the development companies make it clear that they do not claim any rights to 
the generated content.

By their very nature, however, human beings can use technical aids and the works 
created through them can be protectable. Consider, for instance, the use of a com­
puter or a camera. All works must reach a certain minimum level of creativity and 
must stand out from the handcrafted or ordinary work to enjoy copyright protection, 
which lasts for 70 years after the death of the author. 

If one considers the AI as such a tool, the user who makes the request to the AI, 
such as ChatGPT, would be considered the creator, since he is merely using the  
corresponding computer software as a tool/aid. Just think of the work of the OpenAI 
employee who had Vermeer‘s famous public domain painting “The Girl with the Pearl 
Earring” continued beyond the frame by means of AI. To meet the copyright protection 
requirements, however, the human share of the AI‘s output would probably have to 
be so high that the use of the AI would only be of secondary importance. In many 
cases, this will not be the case, especially if the user has little control over the out­
put or only influences it via the prompts entered (see 2.2.1). In these cases, it can 
hardly be assumed that the result will be that of artistic achievement and a creative 
process on the part of the person entering the prompt. The situation is different if, 
for instance, the text or image output by an AI is significantly edited or supplemented 
by the user. Then, under certain circumstances, protection could be considered. In 
addition, many borderline cases are conceivable which will probably engage the courts 
even more intensively in the coming years. Imagine, for example, that a human being 
refines the prompts for an AI like Midjourney or Dall-E 2 long and painstakingly in 
many iterations until the output corresponds to his ideas.
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In some cases, consideration is being given to applying certain provisions on related 
rights beyond the protection of works in the form of a copyright. The provisions for 
light and moving images in sec. 72 UrhG or the protection of databases in Sec. 87 
a UrhG are being discussed. 

Sec. 72 UrhG, for example, grants photographers ancillary copyright protection. This 
includes, for instance, analogue photographs. Images produced by means of electronic 
commands, including computer images or other images altered by means of digital 
image processing, are excluded. In addition, a minimum degree of personal intellec­
tual performance is also required for the protection of photographs. This is affirmed if 
the camera is operated in the sense of a manual production. However, pictures taken 
merely by chance do not meet this criterion. Thus, according to the widespread view, 
protection of performances under Sec. 72 UrhG for images generated by artificial 
means is ruled out in many cases.

In addition, Sec. 95 UrhG provides protection for so-called motion pictures, including 
films. Computer games can also represent motion pictures. Therefore, motion pictures 
generated by AI are also likely to be covered by the provision. The rights holder 
would be the person who initiated the process of generating the AI-generated motion 
pictures. Insofar as these are created by chance, Sec. 95 UrhG is also excluded.

The situation is similar under Sec. 85 UrhG regarding the ancillary copyright of the 
manufacturer of the sound recording. The right arises with the first fixation of the 
concrete sound recording. The manufacturer of the sound recording is the person to 
whom the success of the producer‘s performance can be attributed due to his eco­
nomic and organisational responsibility. 

Thus, Sec. 85 UrhG always applies to AI-generated sound sequences when the sound 
sequence is fixed for the first time.

Finally, the right of the database producer under Sec. 87 a UrhG should be mentioned. 
According to Sec. 87 a UrhG, the database producer is the person who has made the 
investment in the acquisition, verification, or presentation of the database elements. 
In this context, it is doubtful whether the work results generated by an AI can be 
regarded as a necessary systematic and methodical arrangement in the sense of the 
provision, since the arrangement carried out by the AI as a rule primarily consists of 
adding individual elements to the overall work, but not of locating all the elements 
contained in the collection.

Side note: Protection of prompts 
Finally, it is conceivable that authors of the text inputs that are to control the creation 
of an image, text or code, so-called “prompts”, could claim copyright protection for 
themselves. No overly high requirements are placed on the level of creativity of texts 
under copyright law. Rather, protectability can lreay be achieved by what is called 
the “small coin”. While it can be assumed that simple prompts are unlikely to reach 
the level of creativity required for copyright protection, more complex prompts could 
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certainly enjoy copyright protection. However, the affirmation of copyright protection 
for the prompt does not yet mean that the output created with the help of the prompt 
is also covered by protection.

   
2.2.2	 Trademark law

The output created by an artificial intelligence can result in signs such as figurative 
signs or three-dimensional signs, which can then be used as a trademark. In this 
respect, it also applies here that protection under trademark law is usually first estab­
lished by registration in the corresponding registers at the German Patent and Trade­
mark Office (GPTO) or at the European Union Intellectual Property Office (EUIPO), 
and in this respect an assignment to specific goods or services must be made. Only 
then the trademark unfolds its protection. So, if an application for a trademark is 
filed for AI-generated signs, it is not clear why these should not be subject to trade­
mark protection. However, it is not the AI that would be named as the owner in the 
register but the person who applies for the trademark. This is because only natural 
persons or legal entities and equivalent entities can be applicants for a trademark.23   

2.2.3	 Patent and utility model law

The situation is not entirely clear-cut in the case of inventions under the Patent or 
Utility Model Act: In the case of patents, every invention is attributed to the inventor 
according to the principle of attribution.24 The justification for such attribution is the 
creative achievement of a creative personality.25  

Patent law is based on the idea that inventions can only be made by natural per­
sons. It is true that, at least in the past, inventions were probably made exclusively 
by natural persons. In the future, however, AIs and AI systems will be increasingly 
involved in inventions or even develop them independently. 

The inventor must be named by the applicant vis-à-vis the patent offices involved 
(unless the inventor waives being named). If no inventor is named, the application will 
be rejected. Furthermore, a patent resulting from an invention is vested in the inventor 
or his successor in title (cf. Sec. 6, sent. 1, Patent Law, Art. 60 (1), sent. 1, EPC).

As far as can be seen, there is agreement among the most important patent offices 
that an AI cannot be named as an inventor and entered in the patent register. Thus, 

23	 BeckOK MarkenR/Rohlfing-Dijoux, 33rd ed. 1.4.2023, UMV 2017 Art. 30 marginal no. 9.1–10.1.
24	 Mellulis in: Benkard, Patentgesetz, 12th edition, Sec. 6 marginal no. 1.
25	 Mellulis in: Benkard, Patentgesetz, 12th edition, Sec. 6 marginal no. 1.
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the patent offices and courts in the USA26, the United Kingdom27, Germany28 and 
Australia29 have rejected this, while the South African Patent Office has recognised 
the inventorship of an AI.30 

The Legal Board of Appeal of the EPO also ruled in its decision of 21 December 2021 
(Case J 8/20) that an AI cannot be an inventor within the meaning of the EPC. The Fede- 
ral Patent Court (BPatG) gave a more differentiated answer to the same question: 
According to the BPatG‘s case law, only a natural person can be an inventor. How­
ever, the BPatG opens the possibility of adding a supplement stating that the natural 
person “caused the AI to generate the invention”. This was recently confirmed by 
the Federal Supreme Court.

The same applies to utility models, which also require an invention, with the exception 
that the designation of the inventor is not required for utility models. Utility model 
protection can therefore only be granted to human beings for the same reasons.

2.2.4	 Semiconductor protection

The topography of microelectronic semiconductor products is only eligible for protec­
tion if it has an individual character that is the result of an intellectual work, Sec. 1 
(2) HalbSchG. Artificial intelligence cannot achieve this.

2.2.5	 Design and registered design

According to Sec. 7 (1) DesignG and Art. 11 (1) EU Design Regulation (so far Art. 14 
(1) CDR), the right to a EU design is vested in the designer or his successor in title. 
If several persons have jointly designed the product, they are jointly entitled to the 
right to the EU designs, Sec. 7 (1) sent. 2 DesignG and Art. 11 (2) EU Design Regu­
lation (so far 14 (2) CDR), respectively. 

The legal situation regarding designs created autonomously by artificial intelligence is 
unclear. The “The Chair Project (Four Classics)” by the artist duo Philipp Schmitt and 
Steffen Weiß, for example, became known, in which an AI was trained by means of 
numerous chair designs with the aim of then designing chairs independently.

26	 Affirmed on appeal by the U.S. Court of Appeals for the Federal Circuit (Thaler v. Vidal, No. 212347 
(Fed. Cir. 2022)).

27	 Affirmed by the Supreme Court in Thaler (Appellant) v ComptrollerGeneral of Patents, Designs and 
Trademarks (Respondent), Case ID: 2021/0201.

28	 Federal Patent Court, order of 11 November 2021, file number 11 W (pat) 5/21.
29	 https://www.managingip.com/article/2avep9ycmru17mjbp260w/australias-top-court-kills-dabus-and-

landmark-ai-inventor-ruling.
30	 https://ipwatchdog.com/2021/07/29/dabus-gets-first-patent-south-africa-formalities-examination/

id=136116/.

https://www.managingip.com/article/2avep9ycmru17mjbp260w/australias-­top­-court­-kills­-dabus-­and­-landmark­-ai-­inventor-­ruling
https://www.managingip.com/article/2avep9ycmru17mjbp260w/australias-­top­-court­-kills­-dabus-­and­-landmark­-ai-­inventor-­ruling
https://ipwatchdog.com/2021/07/29/dabus-gets-first-patent-south-africa-formalities-examination/id=136116/
https://ipwatchdog.com/2021/07/29/dabus-gets-first-patent-south-africa-formalities-examination/id=136116/
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It is true that neither the DesignG nor the CDR/EU Design Regulation state that a 
design must be created by a human act of creativity to be registered as a design. In 
general, however, it is assumed that all design laws have in common that the pro­
tection of a design or Community design requires that a natural person has created 
such a design or EU design, which represents the realisation of a creative idea. Thus, 
an AI cannot be the creator of a design. Nor can an AI be an applicant for a design. 
In practice, the creator and the applicant of a design are usually different persons. 
If there is no designer, the person who applies for the design created by the AI, i.e. 
usually the natural person, is deemed to be the rightful owner according to the fiction 
of Sec. 8 DesignG or Art. 12 EU Design Regulation (so far Art. 17 CDR).

2.2.6	 Supplementary protection of benefits under competition law

Beyond the special legal protection provided by copyright, design and patent law, 
recourse to the protection of services under unfair competition law may be consi­
dered. One can think of the elements of Sec. 4 No. 3 German Act against Unfair 
Competition (Gesetz gegen den unlauteren Wettbewerb – UWG). According to this, 
anyone who offers goods or services that are an imitation of the goods or services 
of a competitor acts unfairly if he a) causes avoidable deception of the customers 
as to the commercial origin, or b) unreasonably exploits or impairs the reputation 
of the imitated goods or services, or c) has dishonestly obtained the knowledge or 
documents necessary for the imitation.

Even if an imitation or competitive originality can be established, the elements of 
deception as to origin (lit. a), exploitation or detriment to the reputation (lit. b) or 
dishonest acquisition of information (lit. c) must also be present. 

Recourse to the general clause of Sec. 3 UWG under the aspect of direct protection of 
ancillary copyright is not likely to be very promising in most cases. In contrast to the 
past, case law is now very cautious in accepting this type of offence. A claim will only 
be considered if there is a risk of market failure, i.e. if the claimant would no longer 
be able to make the investments required for his activity as a result of unrestricted 
imitation. This limits recourse to a few exceptional cases. 

Against this background, the set of norms under unfair competition law is unlikely to 
provide a basis for the protection of the work results generated by an AI in most cases.

2.2.7	 Conclusion on protectability

In principle, work results that arise from the actions of an artificial intelligence are 
thus not protected at all. However, depending on the degree of processing and the 
actions of the user, they may under certain circumstances be regarded as a work 
protected by copyright of the person who operated the artificial intelligence.

This result may be unsatisfactory at first glance, but it is also recognised beyond the 
borders of German law. It is also seen this way under American law, for instance.
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In February 2023, the US Copyright Office had to decide in its first case on copyright 
protection of AI-generated content. In the case known as “Kashtanova”, a well-known 
artist and AI researcher Kristina Kashtanova had applied for protection for the comic 
“Zarya Of The Dawn”. The images were created with the help of the generative  
AI Midjourney. The US Copyright Office decided that the individual AI-generated 
images do not enjoy copyright protection. Only the arrangement of the image and 
text elements and the text were considered worth of protection.31 

Naturally, the question can also be raised whether comprehensive protection of the 
work results of artificial intelligence would be desirable at all. AI can produce a vir­
tually unlimited amount of work in a very short time and could thus also produce a 
virtually unlimited number of exclusive rights. This could at best be countered by a 
strict interpretation of the level of creativity – if at all. The problem is vividly illus­
trated by the “Allpriorart” project (allpriorart.com), which has set itself the goal of 
destroying patent protection as such by creating an unmanageable number of texts 
that are then to be considered prior art and make patent protection impossible. If a 
reverse approach were used to try to create copyrightable works, for example, this 
could also lead to inappropriate results.

2.3	 Infringements through the use of AI-generated content

2.3.1	 Copyright infringement 

Users of materials such as texts and images generated with the help of AIs will ask 
themselves whether they could be committing copyright infringements. This is rele­
vant in practice, for instance, if an AI such as ChatGPT is very similar to a copyrighted 
song lyric or a poem is “emitted” almost identically to the original. The European 
Court of Justige (ECJ) has already ruled in the past that an excerpt of a protected 
work consisting of eleven words can be protected by copyright.32 It becomes even 
more vivid if one imagines that an image-generating AI ejects a new image that 
was, for example, created on the basis of a famous painting by a still-living artist or 
is closely based on it. 

Authors have not reinvented the wheel since time immemorial but have often built 
on already existing works that are eligible for protection. Accordingly, Sec. 23 UrhG 
stipulates that adaptations of a work may only be published and exploited with the 
consent of the author. If, in contrast, the newly created work maintains sufficient 
distance from the used work, it is not an adaptation but a free use.

31	 https://www.heise.de/hintergrund/Kuenstliche-Intelligenz-Kampf-um-das-Urheberrecht-7518607.
html.

32	 ECJ GRUR 2009, 1041 marginal no. 48 – Infopaq.

https://www.heise.de/hintergrund/Kuenstliche-Intelligenz-Kampf-um-das-Urheberrecht-7518607.html
https://www.heise.de/hintergrund/Kuenstliche-Intelligenz-Kampf-um-das-Urheberrecht-7518607.html
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The question of the distinction between (permissible) free use and adaptation (requi­
ring consent) has also arisen many times in the past in the analogue world and has 
been further elaborated by the Federal Court of Justice with respect to parodies and 
replicas of works of art. The decisive factor is the distance between the new work 
and the original work as it is a matter of making a judgement to distinguish between 
permissible inspiration and prohibited copying. For free use to be permissible, the 
borrowed personal features of the protected older work must fade out in view of the 
individual character of the newly created work.33 According to the European Court of 
Justice, a sufficient distance does not regularly exist if the used work is recognisable.34  

This standard can also be applied to new works generated by AI. In individual cases, 
it will depend on whether a work generated by means of AI (text, image or graphic) 
is sufficiently different from the original work and thus permissible without the con­
sent of the author of the original work. This is always a question to be answered on 
a case-by-case basis. The appropriate balance of interests between the rightholder‘s 
interest in the exploitation of his work and the user‘s interest in further development 
must be taken into account.35  

If it is concluded that the output constitutes an infringement, the following applies in 
the relationship between the user and the infringed author: The claim to injunctive 
relief under Sec. 97 (1) UrhG is regardless of fault and the user would be the in- 
fringer of the copyright infringement. 

For a claim for damages under Sec. 97 (2) UrhG, an intentional or negligent act 
would also be required. The user of an AI is not responsible for errors that were not 
recognisable to him – due to his position as a user and not as a developer of the AI. 
However, as a rule, users of AIs cannot claim that they did not know or could not 
assess the functions of the AI and used it anyway. Many questions of the liability 
regime are currently disputed. It is thus not excluded that, in particular, an unverified 
adoption of content generated by AI such as ChatGPT constitutes a breach of due 
diligence on the part of the user and that an author may hold the user responsible 
for infringements of rights through the use of an AI.

In the case of ChatGPT and Dall-E 2, recourse by the user to OpenAI would also be 
difficult. According to the terms of use, OpenAI is not liable for any copyright infringe­
ments resulting from the use of ChatGPT. Rather, OpenAI refers the user to its own 
responsibility to ensure that the content ChatGPT provides is used appropriately and 
that the user has the necessary rights and permissions, if any. A separate question 
is whether the developer or provider of the AI itself is (also) liable to the author of 
the infringed work.

33	 BGH NJW 2003, 3633, 3635 – GiesAdler; BGH NJW 1971, 2169 – DisneyParodie.
34	 ECJ GRUR 2019, 929, 931 – Metall on Metall III.
35	 See recital 31 of Directive 2001/29/EC.
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Since it is not obvious to the user of an AI with which content an AI has been trained 
and it is accordingly unclear whether copyrights to the content used may be infringed, 
great care is required. If output is adopted without manual verification, there is a risk 
that the adoption of such content will be deemed negligent, if not grossly negligent. 
The user would be liable for this as the infringer of the copyright infringement. The 
consequences of copyright infringement are far-reaching: the author is not only 
entitled to injunctive relief – regardless of fault, but also to damages and, if appli­
cable, to recall. For example, one might think of the constellation that AI-generated 
trademarks or texts are used on product packaging which can quickly lead to conside­
rable costs on the part of the infringer. The individual risk profile should be clarified.

Finally, it should be noted that the use of AI-generated output will also raise further 
legal questions. For instance, the AI-generated song “Heart on My Sleeve” in the 
style of the musicians Drake and The Weeknd recently attracted particular attention.36 
The voices of the artists were used, and the music was AI-generated – except for a 
few bars. Since there is no copyright protection for a specific style, the most likely 
option in such cases is protection under the general right of personality (see 2.3.5).
 

2.3.2	 Patent infringement 

A patent infringement could be considered if the output generated by means of AI 
and the products manufactured or processes used in accordance with it constitute an 
infringement of the patent of a patent proprietor. Theoretically, this is possible. The in- 
fringed patent proprietor would then be entitled to claims for injunctive relief against 
future infringements, Sec. 139 (1) PatG.

Furthermore, the patent proprietor may – in case of intentional or negligent acts – claim 
compensation for all damages incurred and still to be incurred through the use of the 
protected patent subject matter, Sec. 139 (2) Patent Act. Finally, the infringer may 
be required to recall the protected products or to permanently remove them from the 
distribution channels and to destroy the protected products owned or possessed by the 
infringer, Sec. 140 a) Patent Act.

2.3.3	 Design infringement 

As far as designs are concerned, what has been said about copyrights and trade­
marks applies in essence. It is conceivable that the AI-generated output will result 
in a designable pattern or model. In view of the use of such a design, the user is 
responsible for ensuring that he does not infringe any design rights, otherwise there 
is a risk of injunctive relief and claims for damages.
 

36	 https://www.bonedo.de/artikel/15-millionen-klicks-computergenerierter-rap-song-geht-viral/.

https://www.bonedo.de/artikel/15-millionen-klicks-computergenerierter-rap-song-geht-viral/
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2.3.4	 Trademark infringement 

As explained at the beginning, the output created by an artificial intelligence can 
result in signs which can then be used as a trademark. In this respect, the user of an 
AI-generated sign must bear in mind that he must observe the applicable principles 
of trademark protection. Insofar as a sign created by means of an AI is confusingly 
similar to a sign with an earlier priority and is used for similar goods or services, the 
user of the AI-generated sign may be liable for injunctive relief due to trademark 
infringement and, in the case of culpable conduct, also for damages, cf. Sec. 14 (2) 
no. 2, (5) and (6) Trademark Law or Art. 9 (2) b) EUTMR. Furthermore, in the case 
of the use of a co-generated sign which is confusingly similar to a trademark with a 
reputation, this applies even if the goods or services are dissimilar, Sec. 14 (2) No. 3 
Trademark Act or Art. 9 (2) c) EUTMR.

The consequences of a trademark infringement are far-reaching. There are not only 
claims for injunctive relief. The infringer is also liable for damages and, under certain 
circumstances, for the recall and destruction of the infringing products. This can not 
only have far-reaching financial consequences but can also affect the reputation of 
the “trademark infringer”.

However, the implementation of these claims will certainly cause difficulties: If AI-
generated brands are used in virtual space, the question arises as to whether there 
is any similarity between goods and services at all. Virtual goods, even if they corres­
pond to their physical counterparts in the simulated environment, are not necessarily 
comparable in nature. The intended use also differs.

Moreover, in the virtual space, the question may also arise as to which law is appli­
cable and which court has jurisdiction in individual cases. Trademark law is territorially 
limited to its respective countries of protection; enforcing rights across borders goes 
beyond the usual trademark registration.

Whether a sufficient economically relevant domestic element (“commercial effect”) 
occurs in the relevant territory (BGH GRUR 2020, 647, 650 – Club Hotel Robinson; 
BGH GRUR 2012, 621, 624 – OSCAR) may be difficult to determine in the case of 
AI-generated content. Apart from this, the question of platform liability will also 
become increasingly important here. How and to what extent trademark protection 
can be enforced in Germany for AI-generated infringements in the virtual space has 
not yet been decided. 

2.3.5	 Personality Rights Infringement 

Until now, little attention has been paid to the question of a violation of general 
personality rights through AI-generated content. This is likely to change now since 
the publication of the first AI-generated song in April 2023 caused a great stir: the 
song “Heart on my Sleeve” went viral within a weekend and was viewed or downloa­
ded more than 15 million times. This was a song that was generated exclusively by 
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means of an AI by using the voices of the well-known Canadian artist duo Drake and  
The Weeknd and by mixing them with an AI-generated song to create a completely 
new song. Due to a short intro that was copied 1:1, the song was reported as infrin­
ging by the Universal Music Group and was removed from platforms such as Spotify 
and Apple Music.37  

If copyright law does not apply, the general right of personality or the Act on Copy­
right of Fine Art and Photography (Gesetz betreffend das Urheberrecht an Werken 
der bildenden Künste und der Photographie – KUG) may apply. Whether this is an 
infringement of rights is determined, among other things, by the “intensity” of the 
encroachment and the “sphere” affected (social sphere, private sphere, or intimate 
sphere) on the part of the person concerned. The injured party is then entitled to 
various claims under civil law, such as injunctive relief or, in the case of culpable 
action, compensation for damages. In particularly serious cases, there is the threat 
of criminal prosecution.

3.	 Artificial intelligence and data law

Artificial intelligence needs data. It uses data to be trained, it generates data to pro­
duce work results, and it processes data to continue learning and becoming smarter. 
This data can be personal or non-personal data. If it is personal data that is accessed 
and processed by an AI, the requirements of data protection law must be observed. 
Regardless of this, the question arises as to who owns the data that is present in or 
generated by an AI.

3.1	 The protection of personal data

3.1.1	 General Data Protection Regulation and Federal Data  
Protection Act

If an artificial intelligence collects and processes data that allows the identification 
of a natural person, these processing operations are subject to the EU General Data 
Protection Regulation (GDPR), which is supplemented in Germany by the Federal 
Data Protection Act (Bundesdatenschutzgesetz – BDSG) and the data protection laws 
of the German federal states. In particular, such data may be generated during the 
recording of information, such as the scanning of the environment with an optical 
sensor. The provision of personalised services may even require the identification of 
natural persons. The manufacturer, operator or (if applicable) owner of the artificial 
intelligence is then responsible for compliance with these data protection laws.

37	 https://www.bbc.com/news/entertainment-arts-65309313; German contribution to this: https://www.
macwelt.de/article/1793806/heart-on-my-sleeve-musikindustrie-reagiert-hart-auf-ai-songs.html.

https://www.bbc.com/news/entertainment-arts-65309313
https://www.macwelt.de/article/1793806/heart-on-my-sleeve-musikindustrie-reagiert-hart-auf-ai-songs.html
https://www.macwelt.de/article/1793806/heart-on-my-sleeve-musikindustrie-reagiert-hart-auf-ai-songs.html
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However, essential principles of the GDPR, such as the principle of data minimisation 
or storage limitation (Art. 5 (1) c) and e) GDPR), stand in the way of AI systems 
that rely on processing the largest possible data sets. For the permissible develop­
ment and legally compliant operation of such AI systems, it will be crucial to design 
process flows in such a way that data is only collected and processed in anonymised 
form wherever possible and the aggregation of such data sets, which would allow 
conclusions to be drawn about natural persons, is prevented. Only in this way AI will 
not fall under the scope of the GDPR and the BDSG. In our assessment, however,  
it will not be possible to fully anonymise all processing operations in the vast majority 
of AI systems.

3.1.2	 Admissibility of data processing

The GDPR prohibits the collection and processing of personal data unless this col­
lection or processing is justified by Art. 6 of the GDPR (so-called “ban subject to 
authorisation”). In practice, processing based on the consent of the data subject, for 
the performance of a contract with the data subject or for the protection of legitimate 
interests is particularly important.

The GDPR provides a legal basis that is particularly important in the area of artificial 
intelligence for data processing that is necessary for the performance of a contract with 
the data subject, Art. 6 (1) sent. 1 lit. b) GDPR. If, for instance, two parties conclude 
a contract38 for the provision of an AI-specific service or if (only) ancillary services or 
protection obligations from a contract are to be provided with the help of AI systems, 
the corresponding AI may also carry out the processing of personal data of the data 
subject required for this purpose without having to obtain additional consent. It is 
important that the contract is concluded with the data subject itself, because only then 
the data subject‘s own decision will be assumed, which also includes and legitimises 
the processing of its data.

If no contract is concluded, data processing is in any case permissible if the data 
subject consents to it, Art. 6 (1) sent. 1 lit. a) in conjunction with Art. 7 GDPR.  
To this end, the data subject must first be comprehensively informed about the 
specific circumstances of the data processing. Partially complex data processing pro­
cedures must be presented in a comprehensible manner. Even this can be difficult 
with artificial intelligence because, especially in the case of self-learning systems, 
it may not be possible to describe precisely what data is currently being processed 
or will be processed in the future by the artificial intelligence and to what extent. 
For consent to be effective, it must be given voluntarily. For this to be the case, the 
data subject must have a genuine choice to refuse data processing without suffering 
any disadvantages as a result. This voluntariness can be opposed by a “de facto” 

38	 The individual contract type is not important here. AI-specific services could become common in the 
future, especially in the areas of purchase, service, work, and rental contract law, for example in the 
context of transport, treatment, or user contracts.



35

coercion if the (entire) operation of an AI is made dependent on consent to individual, 
technically unnecessary data processing, which, for instance, only enables desired 
but unnecessary additional functions and is based on data processing that is not in 
itself necessary for the operation of the AI. If, in such a case, the operation of the AI 
is made dependent on consent also being given for the additional data processing, 
this consent will, in case of doubt, not be given voluntarily and would thus be invalid 
(so-called prohibition of coupling, Art. 7 (4) GDPR). Therefore, it may be necessary for 
multifunctional robots, for example, to define certain core functions for the provision 
of which the necessary processing is always permissible (e.g. within the framework 
of the performance of a contract), and to make any additional functions optional and 
dependent on the respective consent of the user. For children, consent is not likely 
to be the first choice anyway. Children under the age of 16 years cannot effectively 
give their own consent in Germany, Art. 8 (1) GDPR.

If an AI or robotic system is applied in a public space, such as an intelligent sur­
veillance system of public places activated by sensors, it is not possible to obtain 
consents from all individuals covered by the sensors. Often, the permissibility of 
data processing in such or similar cases depends on the outcome of a balancing of 
interests in which the legitimate interests of the controller or a third party (in the 
operation of the robot for specific purposes) must be set against the interests of 
the data subjects (in the protection of their privacy), Art. 6 (1) sent. 1 lit. f) GDPR. 
The decisive factor may be the context in which the data processing takes place and 
the expectations the data subjects associate with it.39 The increased use of AI and 
robotic systems with specific task assignments in the public sphere and the pro- 
gressive sensitisation of the public to their functioning could in the long term lead to 
this balancing of interests increasingly being in favour of the operators of AI systems, 
especially if the reasonable expectations of the public change to the effect that the 
use of such systems is to be expected.

Another legal basis allows data processing if it is necessary for the protection of vital 
interests, Art. 6 ( 1) sent. 1 lit. d) GDPR. This may become relevant for robotic systems 
from the areas of fire and disaster control or explosive ordinance disposal.

In a company, the use of AI or AI-supported robot systems is permissible insofar 
as the system is necessary for the performance of the employment relationship,  
Sec. 26 (1) sent. 1 BDSG. In this respect, the idea of contract performance also 
applies, Art. 6 (1) sent. 1 lit. b) GDPR. In Germany, the use of artificial intelligence 
in working life is already an everyday reality. This can include “intelligent” tools, such 
as smart glasses or interconnected smart gloves, and the use of industrial robots,40 

39	 See recital 47 of the GDPR.
40	 Examples according to Gola/Pötters in: Gola/Heckmann, Bundesdatenschutzgesetz, 3rd edition 2022, 

§ 26 marginal no. 164.
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if this significantly improves health and safety protection for employees. There is 
already widespread support for the selection of applicants in the application process 
through computerised systems. Increasingly, however, intelligent systems are also 
being used to track employees‘ work performance or attendance times. In warehouses 
and distribution centres, for example, employees wear wearables to control logistics 
processes and react to fluctuations in productivity. In addition, quality and quantity 
performance data of employees can be collected and analysed to the minute.41 Such 
monitoring and control activities regarding employees may be necessary for opera­
tional reasons, but their legality must always be examined separately and requires 
consideration in each individual case.

Sensitive data, such as health data, biometric data, information on trade union mem­
bership, political opinions, or the sexual orientation of the data subject, are protected 
by the GDPR as so-called “special categories of personal data” much stricter than 
“normal” data. The processing of these data is only permitted if a specific legal basis 
is given, i.e. an exceptional circumstance of Art. 9 (2) or (3) of the GDPR is fulfilled. 
This may impede the use of AI in certain areas, such as for medical, physiological, 
or therapeutic purposes, or in the care sector. Nevertheless, processing may also 
be permissible here if the data subject expressly consents or if the use is necessary 
for particularly high priority protected interests, such as preventive healthcare or 
medical diagnostics.

3.1.3	 Obligations of the controller 

Whoever determines the purpose and means of data processing is “responsible” for 
compliance with data protection, Art. 4 No. 7 GDPR. In the case of AI systems, the 
responsibility may lie with the owner, operator, manufacturer and/or developer42, 
depending on how the processing procedures are designed in detail. The controller 
is responsible for compliance with data protection laws and must always be able 
to prove the lawfulness of the data processing carried out under his responsibility,  
Art. 5 (2) GDPR. Furthermore, he must provide sufficient information on the proces­
sing operations and satisfy the rights of data subjects, Art. 12 et seq. GDPR. There 
is an obligation to keep a register of all processing activities, which must be made 
available to the supervisory authorities upon request, Art. 30 (1) GDPR, and in many 
cases a data protection officer must be appointed, Art. 37 GDPR in conjunction with 
Sec. 38 BDSG.

41	 In its ruling of 9 February 2023, the VG Hannover (10 A 6199/20) decided that Amazon is entitled 
to equip employees in certain work areas with handheld scanners by means of which certain work 
steps can be recorded and individual quantity and quality performance profiles can be created. The 
court thus turned against the prohibition of data collection issued by the State Commissioner for Data 
Protection in Lower Saxony.

42	 Also Hartwig/Martin/Schumacher, Rechtliche Rahmenbedingungen für den Einsatz von autonomen 
Robotern in Assistenzfunktionen – Studie des Instituts für Klimaschutz, Energie und Mobilität e.V., as 
of January 2020.
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Moreover, before an AI system is put into operation for the first time, a data protec­
tion impact assessment will often have to be carried out to assess the impact of the 
data processing on the privacy of the data subjects and to identify and mitigate any 
risks of the data processing in advance, Art. 35 (1) GDPR. For example, AI-supported 
robotic systems record extensive information from their environment, merge it with 
further data and evaluate these data sets in the context of decision-making. Such 
complex processing operations sometimes entail a high risk of surveillance under 
data protection law, especially if such robotic systems are used in public spaces or 
involve particularly sensitive data, such as health data.

Finally, the controller is obliged to report any breaches of data protection to the compe­
tent supervisory authority without undue delay, unless the breach is unlikely to result 
in a risk to the rights and freedoms of data subjects, Art. 33 GDPR. Such a risk will 
generally exist if third parties gain unauthorised access to the artificial intelligence and 
the extensive data stored in it. If there is a high risk, the data subjects must also be 
informed, Art. 34 GDPR.

In Germany, there are several independent supervisory authorities. The federal states 
maintain their own independent supervisory authorities, in addition to the Federal 
Commissioner for Data Protection and Freedom of Information, who in particular 
supervises federal authorities. The authority responsible for a breach is primarily 
determined by the registered office of the data controller.

3.1.4	 Data processing

If external service providers or other third parties process personal data on behalf of 
and on the instructions of the controller, this constitutes data processing pursuant to 
Art. 28 GDPR. The third party acting as a processor is considered by law to be part 
of the controller, no longer an external party, so that the transfer of or access to 
personal data no longer requires any further legal permission or consent. However, 
it is necessary to conclude a separate contract on data processing, which must fully 
reflect the requirements of Art. 28 (3) GDPR.

3.1.5	 Data transfer to third countries

Data transfer to countries outside the European Union or the European Economic 
Area (so-called third countries) is permissible if the EU Commission has determined 
in an “adequacy decision” that the third country has a sufficiently high level of data 
protection, Art. 45 GDPR. For the USA, such an adequacy decision existed until  
mid-2020 insofar as the recipient of the data located in the USA had certified itself 
for the EU-US Privacy Shield. However, the European Court of Justice (ECJ) declared 
the Privacy Shield invalid in its judgment of 16 July 2020 (Case C311/18 – “Schrems 
II”). The ECJ assessed the level of data protection in the USA as inadequate due to 
various intelligence collection privileges of the respective agencies and the lack of 
legal protection for the data subjects. The ruling also had far-reaching consequences 
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for the transfer of data to other states outside the European Economic Area for which 
there is no adequacy decision because it tightened the requirements for data transfers 
to third countries overall.

In March 2022, the EU Commission and the USA agreed on a successor to the Privacy 
Shield with the “EU-U.S. Data Privacy Framework” (“DPF”).43 To address the concerns 
of the ECJ in the Schrems II decision, the draft of the agreement restricts access 
by US intelligence agencies, creates new complaint mechanisms for EU citizens and 
imposes stricter obligations for US companies for data transferred from the EU. After 
the US President signed an Executive Order in October 2022,44 the EU Commission 
adopted a positive adequacy decision on 10 July 2023.45 As a result, a new adequacy 
decision for data transfers to the USA has been in place since this date. It should 
be noted that the DPF follows a sectoral approach, according to which the adequacy 
decision only applies to organisations that have been certified by the U.S. Depart­
ment of Commerce. The U.S. Department of Commerce publishes a corresponding 
list which can be used to check whether the organisation in question is certified.46 
Furthermore, the certification distinguishes between “HR” and “non-HR” data. If a 
US company is only certified for “non-HR” data, the transfer of HR data cannot be 
based on the DPF. Nevertheless, the DPF has considerable advantages and makes it 
much easier to transfer data to the USA. On the other hand, it is unclear how long 
this third adequacy decision will last, as the NOYB organization led by activist Max 
Schrems has already announced legal action.47 

If there is no adequacy decision or if a US company is not certified under the DPF, 
the parties involved must ensure the transfer of data by means of so-called “appro­
priate safeguards”, Art. 46 GDPR. The appropriate safeguards are intended to ensure 
compliance with the appropriate level of data protection in the third country. In most 
cases, the standard contractual clauses of the European Commission or, for internal 
data transfers within the group, binding internal data protection rules of the own 
group of companies (so-called Binding Corporate Rules) are applied.

However, following the case law of the ECJ in the Schrems II case, there are con­
siderable doubts as to whether these guarantees can in fact establish an adequate 
level of data protection in many third countries. For example, the question of how 
the data recipient can effectively defend himself against sovereign measures of the 
third country remains open. 

43	 The EU Commission set out the basic principles of the data protection agreement in a factsheet on 25 March 
2022, available at https://ec.europa.eu/commission/presscorner/detail/de/ip_22_2087.

44	 Enhancing Safeguards for United States Signals Intelligence Activities“, available at https://www.white­
house.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-
for-united-states-signals-intelligence-activities/.

45	 Questions and answers on the DPF together with a link to the adequacy decision, available at https://
ec.europa.eu/commission/presscorner/detail/en/qanda_23_3752.

46	 https://www.dataprivacyframework.gov/list.
47	 https://noyb.eu/en/european-commission-gives-eu-us-data-transfers-third-round-cjeu.

https://ec.europa.eu/commission/presscorner/detail/de/ip_22_2087
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/10/07/executive-order-on-enhancing-safeguards-for-united-states-signals-intelligence-activities/
https://ec.europa.eu/commission/presscorner/detail/en/qanda_23_3752
https://ec.europa.eu/commission/presscorner/detail/en/qanda_23_3752
https://www.dataprivacyframework.gov/list
https://noyb.eu/en/european-commission-gives-eu-us-data-transfers-third-round-cjeu
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In any case, contractual obligations cannot override the intelligence collection privi­
leges of a third country.

To comply with the requirements of the ECJ in the Schrems II ruling, the EU Commis­
sion published new standard contractual clauses in June 2021. In addition to conclu­
ding these clauses, the data exporter must check the legal situation and practices of 
the third country with the involvement of the data importer and, if necessary, take 
additional protective measures or, if this is not possible, refrain from the transfer.  
This requires a comprehensive risk assessment for data processing in the third  
country concerned (“transfer impact assessment”). Without this risk assessment 
and any additional measures, the standard contractual clauses cannot be used as 
appropriate safeguards for a data transfer to third countries.

All of this must be considered if AI systems are operated in a third country, such as 
the USA, or if the data is (also) processed there for reasons of cost, efficiency, or 
redundancy.

3.1.6	 Automated individual decision-making

The prohibition of automated decisions may be of particular relevance for the deci­
sion-making of an AI, Art. 22 GDPR. Accordingly, a data subject has the right not 
to be subject to a decision based solely on automated processing which produces 
legal effects concerning him or similarly significantly affects him. The human being 
should not be degraded to the mere object of a computer-controlled decision, which 
is made solely on the basis of an automated assessment of personality features and 
without human influence.48 

Automated decisions within the meaning of Art. 22 GDPR can occur in a wide range 
of data processing activities. It is conceivable, for instance, that an AI software is 
used which replaces the decision of a medical specialist (e.g. for the adjustment of 
a medication or in diagnostics),49 has decision-making authority in a court or admi­
nistrative procedure,50 carries out an automated selection of applicants or makes an 
independent purchase decision at an online retailer.

Art. 22 GDPR has been significantly expanded in terms of its scope of application 
in practice by the so-called Schufa judgment of the ECJ of 7 December 2023 (Case 
C-634/21 “OQ/Land Hessen”). In this highly recognised judgment, the ECJ ruled that 
the creation of the score value by Schufa as a credit rating agency already constitutes 

48	 So also Buchner: in Kühling/Buchner, DSGVO/BDSG, 3rd edition 2020, Art. 22 DSGVO, marginal no. 1.
49	 In the USA, the Food and Drug Administration (FDA) has already approved a medical device based on 

AI software in stroke diagnostics, see: Dettling in Künstliche Intelligenz und digitale Unterstützung 
ärztlicher Entscheidungen in Diagnostik und Therapie, PharmR 2019, 633.

50	 Cf. Enders in Einsatz Künstlicher Intelligenz bei juristischer Entscheidungsfindung, JA 2018, 721.
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automated decision-making (based on profiling) if Schufa‘s customers, such as banks, 
attach a significant role to the score value in the context of granting credit. The ECJ thus 
affirms the application of Art. 22 GDPR even in the case of automated preparation of the 
decision subsequently made by a third party by interpreting the term “decision” rather 
broadly. The ruling is also likely to have great significance for the use of AI systems, 
as the decision on the score value can be applied to many processing operations with 
AI applications and could therefore restrict AI-based decision-making. This is because 
AI systems, like credit rating agencies, are also frequently used to develop preparatory 
bases for decisions. According to the ECJ, this preparation can already be regarded as 
an independent decision within the meaning of Art. 22 GDPR if it plays a decisive role 
in the decision-making process.51

Automated individual decision-making is only permitted in the exceptional cases pro­
vided for by law in Art. 22 (2) of the GDPR, i.e. if the automated decision is necessary 
for the conclusion or performance of a contract or is made on the basis of a separate 
legal provision or the consent of the data subject.

Where automated decision-making takes place, the controller must provide information 
about this. Not only must the fact of the automated decision-making itself be disclosed, 
but meaningful information must be provided about the logic involved as well as the 
scope and the intended effects of the underlying data processing for the data subject, 
Art. 13 (2) lit. f), 14 (2) lit. g) GDPR. This means that the privacy policy must contain 
information not only about the use of AI for the purpose of automated decision-making, 
but also comprehensible explanations about the main decision-making parameters 
developed and applied by the AI must be disclosed so that data subjects can learn 
about and assess the scope of the processing of their personal data. However, this 
is not equivalent to full disclosure of the AI itself, i.e. its programming, source code, 
supplementary documentation, etc., which may still be a trade secret and protected 
intellectual property of its creator.

3.1.7	 Side note: Data protection with ChatGPT

The practical difficulties in implementing the data protection requirements explained 
above can be seen in particular in the example of ChatGPT. The publication of ChatGPT 
by the US provider OpenAI in November 2022 is considered a milestone in the field 
of generative AI, but it also led to divergent media response. On the one hand, the 
amazing abilities of the software are praised. On the other hand, there are warnings 
about the impending dangers of AI, such as the loss of jobs. Three per cent of German 
companies are already using generative AI centrally within the company. A further 
six per cent have planned to use it in 2024. In the next five years, 13 per cent want 

51	 This was also stated by the Hamburg Commissioner for Data Protection and Freedom of Information in 
a reaction to the ECJ judgement, available at: https://datenschutz-hamburg.de/news/auswirkungen-
des-schufa-urteil-auf-ki-anwendungen.

https://datenschutz-hamburg.de/news/auswirkungen-des-schufa-urteil-auf-ki-anwendungen
https://datenschutz-hamburg.de/news/auswirkungen-des-schufa-urteil-auf-ki-anwendungen
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to use generative AI centrally within the company, while 19 per cent want to do so 
later.52 According to various reports, ChatGPT currently has an estimated 1.6 billion 
website visitors per month.53

In March 2023, scientists and celebrities from the tech industry called for a six-month 
pause in training AI systems that are more powerful than the currently published 
GPT4o model. “Powerful AI systems should not be developed until we are confident 
that their impact will be positive and their risks manageable,” says the open letter, to 
which well-known personalities such as Elon Musk, co-founder of OpenAI, and Apple 
co-founder Steve Wozniak contributed.54

ChatGPT is a large language model and is trained by user input and freely available 
information on the internet to provide answers within the framework of a chatbot.  
A variety of uses are conceivable and already possible, e.g. creating texts or graphics, 
summarising and editing texts, creating conversation transcripts from video conferen­
cing, or writing poetry. In a paid version, companies can integrate the software into 
their own IT environment via an API programming interface and use it as a chatbot 
in the customer area. However, the quality and accuracy of the results emitted by 
the AI currently still vary greatly. In a self-experiment, the software spat out some 
adventurous answers in a search for case law and current judgements and, for 
instance, named non-existent or incorrect judgements.

Accordingly, various data protection authorities have also taken a closer look at 
ChatGPT. In the US, the Federal Trade Commission was asked in March 2023 by 
a non-profit organisation, the Center for AI and Digital Policy (CAIDP), to open an 
investigation in a case against OpenAI and to prevent further models of the software 
for the time being. The Canadian Privacy Commissioner launched an investigation 
against OpenAI in April 2023 following a complaint about the collection, use and dis­
closure of personal data without the consent of the data subject. In April 2023, the 
data protection authorities in France and Spain announced that they would investigate 
several complaints and open enquiries. Also in April, the European Data Protection 
Board (EDPB) decided to set up a task force to address the data protection concerns 
about ChatGPT.55 In Germany, several data protection authorities (including those 
in Hesse, Baden-Württemberg and Rhineland-Palatinate) sent OpenAI an extensive 
catalogue of questions in which OpenAI was to comment on details of data processing 
and the legal basis, among other things.56 After OpenAI answered the questions, the 
data protection authorities sent a second questionnaire with a further 79 individual 
questions in October 2023. In the opinion of the authorities, there is a considerable 

52	 https://www.bitkom.org/Presse/Presseinformation/Deutsche-Unternehmen-zoegern-bei-ChatGPT-Co.
53	 https://www.tooltester.com/de/blog/chatgpt-statistiken/.
54	 https://futureoflife.org/open-letter/pause-giant-ai-experiments/.
55	 Report available at https://www.edpb.europa.eu/our-work-tools/our-documents/other/report-work-

undertaken-chatgpt-taskforce_en.
56	 ZDAktuell 2023, 01168 with further references.

https://www.bitkom.org/Presse/Presseinformation/Deutsche-Unternehmen-zoegern-bei-ChatGPT-Co
https://www.tooltester.com/de/blog/chatgpt-statistiken/
https://futureoflife.org/open-letter/pause-giant-ai-experiments/
https://www.edpb.europa.eu/our-work-tools/our-documents/other/report-work-undertaken-chatgpt-taskforce_en
https://www.edpb.europa.eu/our-work-tools/our-documents/other/report-work-undertaken-chatgpt-taskforce_en
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need for follow-up questions. In particular, the focus is on the special categories of 
data under Art. 9 GDPR, e.g. information on religion, health, or sexual orientation. 
The realisation of the rights of data subjects to access, rectify and erase personal 
data is critically examined. Last but not least, it will be clarified whether and in what 
way personal data is reliably recognised and sorted out as such during training and 
when using ChatGPT or how data protection-compliant processing can otherwise be 
ensured.57 However, a procedure by the Italian data protection authority against  
OpenAI at the end of March 2023 had already caused a stir. Due to data protec­
tion concerns, access to ChatGPT was temporarily blocked throughout the country.58 
Access was only re-opened after OpenAI fulfilled several conditions imposed by the 
authority. 

The first problem with data processing by AI software is finding the relevant legal basis 
according to Art. 6 GDPR if personal data are processed. Data subjects can either be 
the users themselves who enter personal data into the software or persons whose data 
is collected by ChatGPT during research or training. The Italian supervisory authority 
criticised in the proceedings against OpenAI that no legal basis for the collection and 
processing of personal data for its own purposes was apparent. After all, OpenAI uses 
the data entered to train its own algorithm. According to ChatGPT, personal data cannot 
be recognised or sorted out. The chatbot itself states this upon request. According to the 
authority, the company cannot rely on data processing for the fulfilment of a contract 
(Art. 6 (1) sent. 1 lit. b) GDPR). Conceivable legal bases regarding the users of the AI 
would be consent pursuant to Art. 6 (1) sent. 1 lit. a) GDPR or the necessity of data 
processing to safeguard legitimate interests pursuant to Art. 6 (1) sent. 1 lit. f) GDPR. 
Informed consent would first require transparency regarding data processing, which is 
currently not the case. When weighing interests, a case-by-case assessment is neces­
sary. In addition to the reasonable expectations of the data subjects, the protection of 
minors is of particular importance, whereas it is criticised that ChatGPT does not carry 
out an effective age check and does not use a youth protection filter. When training the 
AI with personal data from the Internet, the only legal basis that can be considered in 
relation to the data subjects is a balancing of interests pursuant to Art. 6 (1) sent. 1 
lit. f) GDPR. It is questionable whether the interests of OpenAI outweigh the interests 
of the data subjects, since the data subjects certainly did not expect their data to be 
collected en masse by AI systems,59 and of course the question of the protection of 
minors remains unanswered.

57	 https://www.datenschutz.rlp.de/service/aktuelles/detail/datenschutzrechtliche-pruefung-von-chatgpt-
geht-weiter-landesdatenschutzbeauftragter-stellt-zusaetzliche-fragen-an-openai.

58	 Authority press release available at https://www.garanteprivacy.it/home/docweb/-/docweb-display/
docweb/9978020.

59	 Buchmann/Panfili, VuR 2023, 161, 162.

https://www.datenschutz.rlp.de/service/aktuelles/detail/datenschutzrechtliche-pruefung-von-chatgpt-geht-weiter-landesdatenschutzbeauftragter-stellt-zusaetzliche-fragen-an-openai
https://www.datenschutz.rlp.de/service/aktuelles/detail/datenschutzrechtliche-pruefung-von-chatgpt-geht-weiter-landesdatenschutzbeauftragter-stellt-zusaetzliche-fragen-an-openai
https://www.garanteprivacy.it/home/docweb/-/docweb-display/docweb/9978020
https://www.garanteprivacy.it/home/docweb/-/docweb-display/docweb/9978020
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Furthermore, the Italian data protection authority criticised that the results provided 
by ChatGPT were partly incorrect and thus violated the principle of data accuracy 
according to Art. 5 (1) lit. d) GDPR. In this respect, the authority represents a broad 
and thus strict understanding of the standard, in which the results of the software 
must also correspond to the correctness of the data. With a narrow understanding, 
the principle would only apply to the original training data. Doubts also exist as 
regards Art. 5 (1) lit. a) GDPR, according to which personal data must be “processed 
lawfully, fairly and in a transparent manner in relation to the data subject”. Since 
the data processing by ChatGPT is already not comprehensible for data protection 
authorities and IT security experts, it is probably even more incomprehensible for 
the data subjects.

Of course, the operators of AI systems must properly inform the data subjects 
in accordance with Art. 13 and 14 GDPR. The Italian supervisory authority also 
requested OpenAI to sufficiently inform users in accordance with the requirements  
of Article 13 GDPR. In addition, OpenAI would also have to inform all data subjects 
by data processing in accordance with Art. 14 GDPR, which is difficult to imagine and 
may not be feasible in practice. A way out could be provided by Art. 14 (5) lit. b) 
GDPR, according to which there is no obligation to provide information if the provision 
of information is impossible or would require a disproportionate effort.60 

The legal situation regarding OpenAI‘s responsibility is also unclear. For the paid ver­
sion, OpenAI provides users with a data processing agreement, whereas changes are 
not accepted. However, since OpenAI also processes the data for training and probably 
also for advertising purposes, processing is in OpenAI‘s own interest. This contradicts 
data processing and indicates at least partial separate or even joint responsibility. 
Yet, OpenAI does not offer a joint controller agreement pursuant to Art. 26 GDPR.

Finally, OpenAI is a US company. According to the chatbot itself, the data can thus 
also be transferred to servers in the USA or other third countries where ChatGPT is 
used. Since OpenAI has not yet been certified under the DPF, the risks described in 
section 3.1.5 exist. OpenAI has not yet provided either a transfer impact assessment 
or the necessary information that would enable user companies to conduct their own 
transfer impact assessment.

It is apparent that the use of ChatGPT is still associated with numerous open questions 
and risks that cannot be answered or solved with certainty, at least not yet. Further 
developments and the opinions of the data protection authorities remain to be seen. 
In particular, the decisions of the various supervisory authorities are expected to 
provide impetus that will be of interest for the entire use of AI and its relationship to 
data protection beyond the specific case of ChatGPT. In May 2024, the Conference 
of Independent German Federal and State Data Protection Supervisory Authorities 

60	 Buchmann/Panfili, VuR 2023, 161, 162.
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(DSK) published guidance on the selection and data protection-compliant use of AI 
applications.61 The guidance is primarily aimed at data controllers who wish to use 
AI applications, i.e. companies, public authorities and other organizations. However, 
it is also indirectly aimed at developers, manufacturers and providers of AI systems. 
The guide provides an overview of the criteria that must be taken into account for 
the data protection-compliant use of AI applications and is intended to serve as a 
guide for selecting, implementing and using AI applications. The guidance focuses 
on large language models, which are often offered as chatbots, such as ChatGPT. 
The guidance essentially addresses the questions raised above and can be used as 
an aid. The DSK has announced that it will continue to develop the guidance in the 
future and adapt it to current developments. Until then, companies are advised not 
to recklessly initiate the use of ChatGPT or similar systems and to carry out a careful 
risk assessment so as to avoid fines or cease and desist orders.

3.2	 Ownership of data

There is also the question of who “owns” the data stored by AI and how to protect 
it from being used by others.

German copyright law does not offer comprehensive protection, as unstructured data 
is not considered a personal intellectual creation. The so-called database copyright 
based on Sec. 4 (2) UrhG will also not offer protection in most cases, as this right 
also requires a creation, i.e. a personal intellectual creation that has a sufficient level 
of creativity, which is not likely to be the case for databases such as those used by 
artificial intelligence.

The database producer right based on Sec. 87 a) et seq. UrhG can often grant pro­
tection. A “protectable database” is defined as a collection of works, data or other 
independent elements which are systematically or methodically arranged and indivi­
dually accessible by electronic means or otherwise, if their acquisition, verification, 
or presentation requires a substantial investment in terms of their nature and extent, 
Sec. 87 a) (1) UrhG. This may be applicable and thus grant protection to data that 
has been collected and prepared in a systematic or methodical manner. However, 
only the data collection in its systematic or methodical form is protected with this, 
not the individual data. Whether and if so, to what extent a property right exists or 
can exist at all is another question.

The EU Commission‘s proposal for the so-called Data Act, published in February 2022, 
has brought new momentum to the discussion on data ownership.62 The Data Act 

61	 DSK Guidance “Künstliche Intelligenz und Datenschutz“ of 6 May 2024, available at: https://daten­
schutzkonferenz-online.de/media/oh/20240506_DSK_Orientierungshilfe_KI_und_Datenschutz.pdf.

62	 https://eurlex.europa.eu/legalcontent/DE/TXT/PDF/?uri=CELEX:52022PC0068.
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came into force on 11 January 2024 and will become directly applicable law throug­
hout the EU as of 12 September 2025 after a basic transition period of 20 months.63 
The question of data ownership is not answered there either. However, the legislator 
wants to completely redesign data access and data use. The Data Act distinguishes 
between data users and data holders. Data holders are to be subject to considerable 
obligations to provide access to data on fair terms. The adopted content of the Data 
Act contains various ideas regarding the rights to data. For instance, the development 
could move away from sole data ownership and towards data sharing to make data 
generally usable.

3.3	 Data security

Data security is an essential component of all data protection efforts and must also 
be guaranteed when introducing and using AI systems. Basic requirements for tech­
nical and organisational measures for the protection of personal data are laid down 
in Art. 32 GDPR. These measures include, in particular, depending on the type of 
specific data processing and criticality of the data, precautions for pseudonymisa­
tion, encryption and rapid recovery of data, to ensure the confidentiality, integrity, 
availability and resilience of the systems used, as well as a procedure for regularly 
reviewing, assessing, and evaluating the effectiveness of the technical and organisa­
tional security measures. Ensuring data security is thus a dynamic process that must 
be constantly monitored and adapted if necessary. However, the type and scope of 
the measures to be taken are subject to a proportionality test, which must reflect the 
state of the art, the implementation costs as well as the type, scope, circumstances, 
and severity of the risk to the rights of the respective data subject. Thus, it is not a 
matter of realising the (only) theoretically conceivable greatest possible protection, 
but rather of guaranteeing a level of protection for the specifically processed data 
that is appropriate to the respective risk, Art. 32 (1) GDPR.

Further requirements for technical precautions and organisational measures, including 
reporting obligations in the event of malfunctions, result from the EU Directive on 
Network and Information Security (NIS Directive), which has also been implemen­
ted in Germany, and the German IT Security Act, especially for operators of critical  
infrastructures such as telecommunications or energy infrastructure operators.64  

With the NIS2 Directive, which came into force in January 2023, the EU has once again 
increased the requirements for companies to protect their networks and systems 
in response to the increasing threats from cybercrime.65 The NIS2 Directive should 
have been transposed into national law by 17 October 2024. For the implementation 
into national German law, so far, only a government draft dated 2 October 2024 is 
available.

63	 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202302854&qid=1723037936098.
64	 In December 2020, the Federal Government passed the draft of the Second Act to Increase the Security 

of Information Technology Systems (“IT Security Act 2.0“).
65	 The EU member states have 21 months from the date of entry into force to transpose the provisions 

contained therein into national law.

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202302854&qid=1723037936098
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With the adoption of the Cybersecurity Regulation66, the European Union has com­
mitted itself to establishing a European certification system for the security of IT  
systems. The certification schemes provide for different levels of requirements  
(“high”, “medium” and “low”), depending on the respective risk of use, and are deve­
loped for specific IT processes or services.67 The aim is to bring about a harmonisation 
of recognised security standards. Such certification attests that an IT product fulfils  
the corresponding security requirements. The Cybersecurity Regulation could thus 
further formulate the GDPR principles of “Privacy by Default” and “Privacy by Design” 
(Art. 25 GDPR) and create a kind of legal certainty for the operators of IT systems. 
The European Union Agency for Cyber Security (“ENISA”), whose mandate was also 
strengthened by the Cybersecurity Regulation, will be involved in the development and 
monitoring of the certification system. However, national authorities or accredited public 
bodies will be responsible for issuing certificates.

4.	 Liability regime

Artificial intelligence can cause damage. AI works differently than humans. This also 
creates fears. Questions such as what criteria an AI uses when it must decide about 
life and death arouse emotions. The example of an AI in a self-driving car that is stuck 
in a decision-making dilemma when it can only save the driver or a pedestrian in a 
dangerous situation – and the other road user is killed – is well known. Accordingly, the 
liability regime has been one of the most discussed legal topics in AI for years. However, 
recent advances in generative AI such as ChatGPT and Dall-E 2 – which can generate 
content such as text, graphics, audio, or video – have increasingly focused attention on 
the infringement of intellectual rights – both in terms of the data through which these  
systems learn and the data they generate. Misinformation by these systems has also 
come more into the focus of discussion. We have already dealt with questions of intel­
lectual property law above; the more general questions of liability have faded some­
what into the background in the current discussion about generative AI and intellectual 
property and data protection but are still very relevant – especially with a view to the 
future and increasingly autonomous AI and robotic systems.

4.1	 Contractual and legal liability

The German liability regime mainly distinguishes between contractual and statutory 
liability. The most important provisions on contractual liability are found in Sec. 280 
et seq. BGB and those on statutory liability in Sec. 823 et seq. BGB.

Contractual liability arises from the breach of a contractual duty; (non-contractual) 
statutory liability arises from the breach of statutory rights or duties. In both liability 

66	 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0881.
67	 For further information see Kipker/Scholz in MMRAktuell 2019, 414986.

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0881
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systems, a violation of protected rights or existing duties is necessary. The most 
common are property, health, or life. However, a variety of other rights may also 
be affected, such as intellectual property rights or personality rights. For liability to 
be incurred, the violation must be causal and attributable to the damage. As a rule, 
there is no liability for atypical damage.

4.2	 No contract: fault liability and strict liability

In the context of the non-contractual, i.e. statutory, liability discussed below, the 
German liability regime distinguishes between fault liability and strict liability.

4.2.1	 Fault liability

Liability for fault, as the term implies, presupposes fault. As a rule, fault is based 
on either intent or negligence. A person acts negligently if he or she disregards the 
required diligence, Sec. 276 BGB. Such fault can be established by action or failure 
to act; the infringement must also have been unlawful.

In the case of fault-based liability, the injured party must always prove that the con­
ditions for a claim are met – and thus the fault of the other party. In practice, this 
poses a not inconsiderable hurdle for many injured parties. This hurdle can be parti­
cularly high in the case of AI – we will discuss this in more detail below (section 2.3).

One type of fault liability that may be particularly relevant to artificial intelligence is 
“producer liability” under Sec. 823 (1) BGB. Producer liability also initially presup­
poses intentional or negligent conduct on the part of the manufacturer (producer) 
or its employees. Basically, a person who has suffered an injury or other damage 
to a legal interest protected by Sec. 823 (1) BGB, i.e. life, body, health, freedom, 
property or other right, caused by a product, must therefore first prove that these 
damages are due to intentional or negligent and at the same time unlawful conduct 
on the part of the producer.

In this context, the producer‘s act giving rise to liability is to be found in the fact that 
he has placed defective software on the market.68 

Even if a manufacturer commissions other persons with the production, he is liable. 
However, this does not apply if he has exercised the care required in the course of 
trade in selecting these persons or in directing their production. Furthermore, the 
obligation to pay compensation does not apply if the damage would also have occurred 
if this care had been exercised, Sec. 831 BGB.

68	 Cf. Taeger/Pohle, ComputerrechtsHandbuch, Teil 18, marginal no. 18 et seq., 42 et seq.
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In most cases, it is impossible for an injured party who has no insight into the 
manufacturing process or the product to prove that the producer acted intentionally 
or negligently and unlawfully, or to refute a producer‘s claim that it acted diligently. 
Therefore, in the context of producer liability, there is a reversal of the burden of proof 
for this fault in some cases. If the injured party has proven the defect of a product 
or if this defect is objectively established, a reversal of the burden of proof may even 
come into question for the manufacturer‘s breach of duty. However, the injured party 
must in any case prove the damage and the causality of the defect for the damage. 
This reversal of the burden of proof can be a considerable relief for those injured by 
an AI, as the development process of the AI is difficult for outsiders to understand. 
However, it can also be difficult to determine whether the AI is defective, as will be 
explained in section 4.3 below.

In addition, damage caused by the violation of protective laws outside the German 
Civil Code can lead to claims by the injured party, Sec. 823 (2) BGB. These can be, 
for instance, laws such as the Medical Devices Act (MPG) or the Product Safety Act, 
but also individual norms of the Criminal Code (StGB). However, the principles of 
fault-based liability also apply here.

4.2.2	 Strict liability 

The fault-based liability described in 4.2.1 is supplemented by strict liability. It is 
usually based on special legal provisions, for example in Sec. 7 StVG for motor vehicles,  
Sec. 1 (1) ProdHaftG for products, Sec. 1 Haftpflichtgesetz (HaftPflG) for trains, 
Sec. 33 Luftverkehrsgesetz (LuftVG) for aircrafts and Sec. 1 Umwelthaftungsgesetz 
(UmweltHG) for power plants and similar sources of danger.

For strict liability it is sufficient that someone creates or controls a source of danger. 
He can be liable without fault, i.e. not even slight negligence is required. For example, 
a vehicle owner can be liable for damage caused by his vehicle even if he himself is 
not at fault for this damage, Sec. 7 StVG. The risk associated with ownership of a 
potentially dangerous vehicle is sufficient to establish such liability.

An important special form of strict liability, particularly in relation to artificial intel­
ligence, is “product liability” under the Product Liability Act, which is based on the 
European Product Liability Directive.69 Product liability is based on the assumption 
that placing a product on the market already creates a risk for which the manufac­
turer must be liable. The Directive, which dates back almost 40 years to 1985, is 
currently undergoing a fundamental revision. The European Parliament adopted the 
new Directive on 12 March 2024; formal approval by the Council is still pending. 

69	 Council Directive 85/374/EEC of 25 July 1985 on the approximation of the laws, regulations and admi­
nistrative provisions of the Member States concerning liability for defective products. On 28 September 
2022, the Commission published a new proposal for a product liability directive (COM(2022) 495 final), 
according to which software is explicitly defined as a product within the meaning of the directive.
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The new Product Liability Directive establishes strict liability; whereas previously only 
damage to life, limb, health or property was covered and purely economic damage 
or damage to other legal interests was not included, the new directive also standar­
dizes the impairment or destruction of assets as damage. In addition, the loss or 
falsification of data will also be regarded as damage in future. Both material and 
immaterial losses resulting from the damage will be covered.

The concept of ‘product’ naturally forms the centre of attention. After years of dis­
agreement as to whether software as such is also covered by the term product, this 
discussion has now been brought to an end. In future, software will also be explicitly 
covered by the term product. This includes, for instance, operating systems, firmware, 
and computer programmes. Software is to be considered a product regardless of 
whether it is stored on a device or accessed via cloud technologies. The source code 
of software is excluded. According to the new Product Liability Directive, a product 
has a defect if it does not offer the safety that the general public can expect. In this 
respect, there are no significant changes to the old Product Liability Directive. What 
is new, however, is that the courts are now to take into account a number of factors 
such as networking, self-learning functions and, in particular, the cyber security of 
products when assessing whether a defect exists.

Another core element of the new Product Liability Directive is the new rules on the 
burden of proof. It is often difficult for an injured consumer to prove the defectiveness 
of a product, the damage or the causal link between its defectiveness and the damage 
caused, not least because of the increasing technical complexity of many products. 
To redress this information asymmetry, the new Product Liability Directive therefore 
provides that an injured party claiming compensation before a national court may 
request access to relevant evidence in the possession of the manufacturer in order 
to prove their claims. However, this is subject to the principle of proportionality.  
It also provides for measures to protect the confidentiality of the information to be 
disclosed, including trade secrets. It remains to be seen how these provisions will 
be transposed into national law. In any case, this obligation to disclose represents a 
novelty in product liability law, which overturns the basic principles of German civil 
procedure law and is likely to lead to an increased liability risk for economic operators.

It is also stipulated that courts can order that the burden of proof be eased in such 
a way that the injured party only has to prove the “probable defectiveness” or that 
this “probably caused” the damage. This is intended to ensure that consumers have 
a fair chance of obtaining compensation in complex cases. On the other hand, it was 
not possible to agree on a reversal of the burden of proof.

AI systems are also to be explicitly included. The Product Liability Directive supple­
ments the recently adopted AI Act and seeks to ensure that compensation can be 
claimed from the provider of the AI system or from any manufacturer that integrates 
an AI system into another product in the event of defective AI systems that cause 
physical damage, damage to property or loss of data.
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Before the Product Liability Directive can enter into force, the next step is the formal 
approval of the EU bodies. The Member States then have two years to transpose it 
into national law.

4.2.3	 Liability under special legal regulations 
(intellectual property law)

As mentioned at the beginning, there are numerous special legal regulations that 
clarify liability issues. Particularly noteworthy are the provisions of intellectual pro­
perty law. What these provisions have in common is that they usually grant a right 
to injunctive relief in the event of a committed infringement and a feared risk of 
repetition. This is provided for in trademark, patent, and copyright law as well as 
in the Act against Unfair Competition. The special feature of the right to injunctive 
relief is that it is not dependent on fault. Fault is only required for the corresponding 
claims for damages under special law, cf. for example Sec. 14 (5) Trademark Act, 
Sec. 9 (1) Unfair Competition Act or Sec. 9 (2) Unfair Competition Act or Sec. 97 
(2) UrhG. The infringement must be causal and attributable to the damage caused. 

In addition, provisions of personality law may play a role. The legal basis of the gene­
ral right of personality is Article 2 (1) of the Basic Law in conjunction with Article 1 
(1) of the German Constitution Law (Grundgesetz – GG). The Federal Constitutional 
Court has derived the general right of personality from Article 2 (1) in conjunction 
with Article 1 (1) GG70 and has since developed it further. The scope of protection 
is manifold and covers the personal life sphere of a person, the right to (informa­
tional) self-determination, the right to one‘s own image and word, and much more.  
The general right of personality is understood as an “other right” as a protected  
legal asset within the meaning of Sec. 823 (1) BGB. Accordingly, the injured party 
is entitled to damages in the event of a violation of a legal interest. In German law 
on damages, the principle of in rem restitution applies, i.e. the injured party is to be 
placed in the position he would have been in if the damaging event had never occurred. 
As a rule, this is not possible in the case of a violation of the right of personality, so 
that the damages are to be assessed in money by way of exception (cf. in this respect  
Sec. 249 et seq. BGB). In addition, the injured party has a claim for removal and 
injunctive relief against the injuring party under Sec. 1004 (1) BGB, irrespective of 
fault.

Details on intellectual property law have already been discussed above.

70	 BVerfGE 30, 174 et seq.
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4.3	 Applicability to artificial intelligence

4.3.1	 Problem

Although the German liability regime knows various possibilities of liability, there is 
currently no liability of artificial intelligence itself. This is in line with the legal tradi­
tion, which has so far only known the liability of humans (where applicable indirectly 
via legal entities). Technologies, instead, are not liable “themselves”. How and to 
what extent the existing liability system should be applied to artificial intelligence 
and autonomous systems is currently being discussed in deptht.71

Special features arise in this context, especially when systems act autonomously. In 
these cases, it can be very difficult to trace the chain of causality from a damage 
caused autonomously by the system in question to a responsible natural (i.e. “real”) 
or legal person. The same applies to the internal processes of artificial intelligence 
(so-called opacity), which are often difficult to understand from the outside.

In this context, not only two-person constellations (manufacturer/damaged party) 
are the subject of liability issues. Rather, it must also be clarified to what extent the 
user of an artificial intelligence that causes damage to third parties is to be held 
liable. However, the user can only be held liable if he did not act diligently when 
using the system.72 

It should also be kept in mind that artificial intelligence can cause damage without 
any “fault” of its own – intent or negligence are initially human categories of fault; 
a technology can thus not act intentionally or negligently in a legal sense.73 Rather, 
damage caused by artificial intelligence can be the result of faulty software, faulty 
or unsuitable learning data, accidental elements or the influence of third parties.

Unintended results of conventional, non-“intelligent” software may infringe rights, but 
the issues involved are not materially different from damage caused by or with the aid 

71	 See Borges, NJW 2018, 977; Bräutigam/Klindt, NJW 2015, 1137; Denga, CR 2018, 69; Eichelberger, 
in: Ebers/Heinze/Krügel/Steinrötter, Künstliche Intelligenz und Robotik, 1st ed. 2020, § 5 marginal 
no. 1 et seq.Hacker, NJW 2020, 2142; Linardatos, ZIP 2019, 504; Riehm/Meier, in: Fischer/Hoppen/
Wimmers, DGRI Yearbook 2018, “Künstliche Intelligenz im Zivilrecht“ (Artificial Intelligence in Civil 
Law); Spindler, CR 2015, 766; Report of the “Digitaler Neustart“ (Digital Restart) Working Group 
of the Ministers of Justice of the German federal states on the Liability of Autonomous Systems, of  
15 April 2020.

72	 Cf. Bräutigam/Klindt, NJW 2015, 1137, 1139.
73	 However, cases appear conceivable in which artificial intelligence wants to bring about an advantage 

that is obvious to it by programming, as in the (somewhat drastic but vivid) example by Denga,  
CR 2018, 69, 71: “A financial investment robot could cause a train derailment via its networking with 
other systems in order to profit from the short sale of the shares of the railway company.“
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of other items. Artificial intelligence and autonomous systems give rise to new kinds 
of questions. Autonomous vehicles that cause accidents are often discussed.74 

Even beyond the vivid example of autonomous vehicles, cases of liability due to the 
use of artificial intelligence will become more frequent and require a legal framework 
that grants injured parties appropriate liability. Similarly vivid examples are false 
transfers by artificial intelligence or false advice by robo advisors, as well as breaches 
of data protection by ADM systems75, leaks of confidential information by text gene­
rating programs76 or infringements of intellectual property by artificial intelligence in 
viral marketing or by generative AI.

4.3.2	 Applicability of existing regulations

Until specific regulations for artificial intelligence are developed, the existing liability 
regulations are to be applied insofar as this application is factually appropriate.

First, it seems appropriate to subject systems that have a certain degree of autonomy 
and a certain potential to cause damage to the protected interests of product liability 
law (inter alia life and health) to the strict liability of the manufacturer77. Here, too, 
the assumption that the manufacturer of the end product has the greatest influence 
on the dangers of this product is likely to continue to apply – even if manufacturers 
of “composite” products consisting of hardware and software, such as autonomous 
vehicles, may naturally judge this differently.78 However, product liability with regard 
to artificial intelligence is subject to particular challenges insofar as that “pure” soft­
ware is not yet a “product” in the sense of product liability; only movable objects 
and electricity are covered. There are more and more voices that want to subject 
software to product liability to avoid gaps in protection.79 This problem is now being 
addressed in the proposal for a new Product Liability Directive.80 Accordingly, pure 

74	 For example, from January 2015 to October 2015, Google test vehicles were involved in eight accidents, 
http://www.sueddeutsche.de/auto/autonomes-fahren-crashkurs-mit-google-1.2684782; in 2018, a 
pedestrian was killed in an accident with an autonomous Uber vehicle due to a software error and a 
human error, https://www.auto-motor-und-sport.de/verkehr/toedlicher-unfall-autonom-auto-uber­
-softwarefehler/. However, the quantity of incidents may also be due to the increasingly extensive 
testing and use of autonomous vehicles.

75	 Algorithmic Decision Making.
76	 If confidential trade secrets are used to teach generative software, cf. https://www.techradar.com/

news/samsung-workers-leaked-company-secrets-by-using-chatgpt.
77	 The manufacturer under the Product Liability Act is the person who places the end product on the 

market.
78	 For example, a 2017 bitkom survey of automotive companies found that 41 per cent of respondents 

believed that software providers should be liable in the event of accidents involving autonomous vehic­
les; 21 per cent saw the driver and only 19 per cent the car manufacturer as being responsible. 12 per- 
cent were in favour of vehicle owner liability, cf. https://www.bitkom.org/Presse/Presseinformation/
Wer-haftet-fuer-mein-selbstfahrendes-Auto.html.

79	 Cf. e.g. Redeker, in: ders, IT-Recht, C. Spezielle Fragen, marginal no. 878 with further references.
80	 cf. above under https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0495.

https://www.auto-­motor-­und­-sport.de/verkehr/toedlicher­-unfall-­autonom-­auto-­uber­-softwarefehler/
https://www.auto-­motor-­und­-sport.de/verkehr/toedlicher­-unfall-­autonom-­auto-­uber­-softwarefehler/
https://www.auto-­motor-­und­-sport.de/verkehr/toedlicher­-unfall-­autonom-­auto-­uber­-softwarefehler/
https://www.techradar.com/news/samsung­-workers-­leaked­-company­-secrets-­by­-using-­chatgpt
https://www.techradar.com/news/samsung­-workers-­leaked­-company­-secrets-­by­-using-­chatgpt
https://www.bitkom.org/Presse/Presseinformation/Wer-haftet-fuer-mein-selbstfahrendes-Auto.html
https://www.bitkom.org/Presse/Presseinformation/Wer-haftet-fuer-mein-selbstfahrendes-Auto.html
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0495
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software also falls under the term “product”. In particular, according to this proposal, 
AI systems and AI-supported goods are to be regarded as “products” and fall within 
the scope of the Product Liability Directive.81 However, the proposed directive must 
still be approved by the European Council before the new Product Liability Directive 
comes into force and must be implemented by the Member States.

Another topic is services provided by means of artificial intelligence – services are 
not yet covered by product liability.

Since liability under product liability law only covers damage to a limited extent, it 
seems logical to apply producer liability to artificial intelligence as well, including 
the possibilities there for shifting the burden of proof. If an artificial intelligence has 
demonstrably violated the legal interests of the injured party, the producer of an 
artificial intelligence could thus also be liable within the framework of fault liability.

In the context of producer liability, breaches of the so-called product monitoring obli­
gation are particularly relevant:82 82In principle, the placing of a product on the market 
is the relevant point in time for the question of whether the producer has acted in 
accordance with his duty. However, the producer‘s duties begin before the product is 
placed on the market and do not end with the placing on the market.83 If the product 
is further developed after this, or if the development of comparable products generally 
progresses, the “inferior” earlier product does not in itself constitute a liability case; 
these so-called development risks are initially not a reason for liability. However, the 
manufacturer must monitor a product for harmful properties even after it has been 
placed on the market and, if necessary, intervene, for instance by issuing warnings 
or recalls. If he fails to do so, there is a risk of liability. In the case of artificial intelli­
gence, a manufacturer could conceivably also intervene through updates. The following 
applies: the more complex or “innovative” a product is, or the greater the product’s 
potential for damage, the more intensive the product monitoring obligation may be.  
In the case of AI in particular, an intensive product monitoring obligation can be 
assumed, as the products are innovative and there is little experience with the risks 
they pose.84 If artificial intelligence interacts with systems of third parties, a product 
monitoring obligation could also relate to the monitoring of this interaction – at least 
within an appropriate framework.

81	 https://eurlex.europa.eu/resource.html?uri=cellar:b9a6a6fe3ff411ed92ed01aa75ed71a1.0003.01/ 
DOC_1&format=DOC, cf. page 5.

82	 In detail Eichelberger, in: Ebers/Heinze/Krügel/Steinrötter, Künstliche Intelligenz und Robotik, 1st ed. 
2020, § 5 marginal no. 32 et seq.

83	 Reusch in: Kaulartz/Braegelmann, Rechtshandbuch Artificial Intelligence und Machine Learning,  
Chapter 4.1.10 marginal no. 144.

84	 For more details: BGH NJW 1987, 1009 et seq. – Honda.

81 https://eurlex.europa.eu/resource.html?uri=cellar:b9a6a6fe3ff411ed92ed01aa75ed71a1.0003.01/ DOC_1&format=DOC
81 https://eurlex.europa.eu/resource.html?uri=cellar:b9a6a6fe3ff411ed92ed01aa75ed71a1.0003.01/ DOC_1&format=DOC
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Similarly, there could also be special instruction obligations in relation to artificial 
intelligence: Particularly in the case of new technologies, whose risks are not yet 
known to users, it could be necessary for manufacturers to point out specific risks 
of the respective artificial intelligence. It should be noted, though, that especially 
in the case of instruction and product monitoring obligations (because these do not 
concern the manufacturing process), the injured party must prove the breach of duty 
according to the current legal situation.85

Please refer to Chapter 2 for questions relating to the infringement of intellectual pro­
perty rights and personality rights.

4.3.3	 User liability

The liability of users of artificial intelligence should also be considered. If the user 
does not act intentionally, liability for fault could be considered here, mainly due to 
the violation of duties of care (especially monitoring duties). Here, too, however, 
it must be asked how “intelligently” or autonomously the respective system acts 
and whether this can in fact still be attributed to the user in the specific individual 
case – or, for instance, to the manufacturer. Where there are already special legal 
provisions for strict liability, such as for vehicles according to Sec. 7 German Road 
Traffic Act (StVG), these should also apply to artificial intelligence. This is certainly 
the case when artificial intelligence becomes part of the hazard in question, as in the 
case of autonomous vehicles.

4.3.4	 Contractual liability

Contractual liability poses comparatively few dogmatic problems, as the contracting 
parties are largely free to define the liability regime. In practice, questions of burden 
of proof and limitation of liability are often regulated in detail. However, the categories 
of intent and negligence – which are also frequent in contracts – can also cause diffi­
culties in contracts. For example, applications are conceivable in which an AI works 
more reliably than a human being, but still makes mistakes. This raises the question of 
whether, for instance, intent is always present when errors are accepted, i.e. whether 
the standard of diligence should be that of an optimal AI or that of an expert human 
being. Another example would be AI that is supposed to make forecasts for the future 
based on previous data and make sensible economic decisions on this basis. In this 
case, it is quite conceivable that an AI decision that is correctly derived from the 
existing database would nevertheless prove to be obviously wrong for a human being 
at the moment of the decision because a human being would have obtained additio­
nal, exceptionally relevant information from completely different sources (e.g. from 
the news). Here, too, special contractual liability regulations and standards of care 
may be required, which, for example, include the limited database available for the 
AI in the assessment instead of relying on a human being in a comparable function.

85	 Cf. BGH NJW 1981, 1603, 1605 et seq.
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4.3.5	 Conclusion

The diversity and complexity of artificial intelligence will give rise to further questions 
of detail beyond the known criteria and legal issues, especially in terms of liability 
for fault. The more independent a system is from the producer‘s specifications and, 
for instance, makes decisions based on its own experience or user input, the less 
producer liability will apply. The complexity and opacity of artificial intelligence could 
also lead to (possibly very specific) facilitations of proof in the future. An extension 
of product liability to the special features of artificial intelligence also seems con­
ceivable. Furthermore, the degree of causation and the controllability of dangers by 
the manufacturer/provider on the one hand or the user of the respective system on 
the other hand could be taken into account, for example in the question of whether 
there is contributory negligence on the part of the user (if the user wants to make a 
claim against the manufacturer) or how much a user could control the danger that 
he created (if he is to be liable vis-à-vis third parties).

4.4	 Developments at European level

Since the development of autonomous systems and artificial intelligence is not limi­
ted to the borders of individual Member States, the European Union is seeking to 
standardise the corresponding liability framework. Several proposals for directives 
and regulations have already been made but are still in the legislative process of the 
European Union. It remains to be seen with what content the various legal acts will 
come into force – the legal regulation is in flux in this respect. The individual legislative 
initiatives and regulatory proposals at the European level are briefly presented below.

4.4.1	 Proposals EU Commission Expert Group 2019

In 2019, an expert group of the EU Commission made proposals for a liability regime 
for artificial intelligence. These proposals differentiate, among other things, according 
to the danger of the systems used for third parties and the degree to which a user 
or provider can control a system. In addition, users of autonomous systems should 
be liable for these systemsin a similar way as for human assistants (in Germany, this 
would be liability for vicarious agents). Manufacturers of products that contain digi­
tal technologies which likely change should also be liable for manufacturer updates. 
Compulsory insurances for technologies with increased risk could be introduced, as 
well as simplification of proof for injured parties could be provided for. The granting 
of (partial) legal capacity for autonomous systems is not required, however, as any 
damage incurred can (and should) be attributed to natural persons or legal entities.86 

86	 See Expert Group on Liability and New Technologies – New Technologies Formation, Liability for Artificial 
Intelligence and other emerging technologies, 20119, dot:10 2838/573689.
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4.4.2	 EU Commission White Paper of February 2020

The EU Commission also examined the adaptation of existing legislation, such as 
the Product Liability Directive.87 It published a white paper on this in February 2020, 
which also takes into account the findings of the 2019 expert group.88 

For instance, systems that require frequent software updates or are based on machine 
learning are considered by the EU Commission to pose a risk of new hazards that 
did not exist at the time they were placed on the market.89 These risks90 should be 
given greater consideration in future legislation, for example by introducing new 
risk assessment procedures for such products. For “High-risk AI applications” used 
in high-risk sectors,91 requirements based on certain key characteristics were dis­
cussed.92 Uncertainties about responsibilities of individual economic operators in the 
supply chain were also to be minimised.93  

A key statement was that persons who have suffered harm because of the use of AI 
should enjoy the same level of protection as persons who have been harmed by other 
technologies.94 This was also the approach taken by the European Parliament in 2017, 
which considered that a future legal instrument should “in no way limit the nature 
or extent of the harm that can be covered”. Likewise, the forms of compensation for 
the injured party should not be limited solely because “the damage is caused by a 
non-human actor”.95

In the Commission‘s view, the individual obligations should in future be the responsi­
bility of the actor best able to manage potential risks. Depending on the “phase” (e.g. 
development or operation), this could be different actors. However, the manufacturer 
should still be liable to the end user/injured party, if necessary supplemented by other 
legal options in national law (such as producer liability in Germany).

87	 Council Directive 85/374/EEC of 25 July 1985 on the approximation of the laws, regulations and 
administrative provisions of the Member States concerning liability for defective products.

88	 White Paper COM (2020) 65 of 19 February 2020 “On Artificial Intelligence – A European Approach to 
Excellence and Trust“ (hereinafter: “EU Commission White Paper“).

89	 EU Commission White Paper, p. 16.
90	 For further risks and security aspects related to AI, see COM (2020) 64 of 19 February 2020, “Report 

on the security and liability implications of Artificial Intelligence, the Internet of Things and Robotics“.
91	 EU Commission White Paper, p. 20 et seq.
92	 EU Commission White Paper, p. 22 et seq.
93	 EU Commission White Paper, p. 16.
94	 EU Commission White Paper, p. 16.
95	 European Parliament resolution of 16 February 2017 with recommendations to the Commission on 

civil regulation in the field of robotics (2015/2103), no. 52 (hereinafter: “EU Parliament, Resolution 
2015/2103).
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These trends suggested that familiar mechanisms, in particular product liability law, 
will probably continue to be applied – albeit modified in places to take account of the 
special features of artificial intelligence. In this respect, it was necessary to ensure 
that the future liability regime is coherent and does not lead to further fragmentation 
of the legal system. 

4.4.3	 Draft resolution of the EU Parliament with recommendations 
to the Commission for a regulation of civil liability 
in the use of artificial intelligence 2020

In October 2020, the EU Parliament submitted a regulatory proposal to the EU Com­
mission on the liability of artificial intelligence operators.96 In doing so, it called on 
the Commission to make appropriate proposals for the preparation of a corresponding 
Union act, as provided for in Art. 225 TFEU.

Parliament considered a uniform legal framework to be necessary and had therefore 
chosen the legal form of a regulation. However, the liability of manufacturers should 
continue to be the subject of the Product Liability Directive, which in the opinion of 
the Parliament should also be converted into a regulation. A legal personality for 
“AI systems” (the terminology of the draft) was explicitly not considered necessary.

4.4.4.	Regulation establishing harmonised rules for artificial 
intelligence (Artificial Intelligence Act)

In April 2021, the EU Commission presented a proposal for a regulation establishing 
harmonised rules for artificial intelligence (Artificial Intelligence Act97 – AI Act). Poli­
tical agreement on the AI Act was reached in December 2023. The final version was 
adopted on 21 May 2024. It was published in the Official Journal on 12 July 2024 
and entered into force on 1 August 2024.

The AI Act follows a risk-based approach: the greater the risk posed by an AI, the 
higher the requirements for the corresponding applications. 

4.4.4.1	 Material scope of application 
One of the most central debates was about the definition of the AI system. While the 
balancing act between a technology-neutral definition that also adequately captures 
future developments and a definition that inhibits innovation had to be managed, 
the OECD definition was ultimately adopted and an AI system was defined as “a 
machine-based system, designed to operate with varying levels of autonomy and 

96	 European Parliament resolution of 20 October 2020 with recommendations to the Commission on a 
civil liability regime for the use of artificial intelligence (2020/2014(INL)). 

97	 Proposal for a Regulation of the European Parliament and of the Council laying down harmonised rules 
on artificial intelligence (Artificial Intelligence Act) and amending certain Union acts (2021/206 (COM)), 
cf. https://eurlex.europa.eu/legalcontent/ DE/TXT/PDF/?uri=CELEX:52021PC0206.

https://eur­lex.europa.eu/legal­content/ DE/TXT/PDF/?uri=CELEX:52021PC0206
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that may exhibit adaptiveness after deployment and that infers, from the input it 
receives, how to generate outputs such as predictions, content, recommendations or 
decisions that can influence physical or virtual environments”.

AI systems for military and national security purposes are excluded from the scope 
of the AI Act, as are those for scientific research and development. The AI Act also 
does not apply to AI systems that are used by natural persons for purely personal, 
non-professional activities or to those with free, open-source license terms.

4.4.4.2	 Personal scope of application 
The AI Act not only imposes obligations on the manufacturers of AI systems – referred 
to as providers in the AI Act, but also on other players in the supply chain. These 
include, in particular, the so-called deployers, i.e. those who use an AI system under 
their own responsibility. In addition, importers of AI systems into the EU and – to a 
certain extent as a catch-all provision – distributors are also made liable.

4.4.4.3	 AI with unacceptable risk
AI systems that pose an unacceptable risk will be prohibited in future. This includes AI 
systems in the following eight areas:

	● Subliminal techniques beyond a person’s consciousness to to materially distorting 
a person‘s behaviour or cause them harm;

	● The targeted exploitation of the vulnerabilites of certain groups of persons due to 
their age or disability;

	● Social scoring;

	● Use of profiling systems to assess or predict the risk of natural persons committing 
a criminal offence;

	● Untargeted collection (scraping) of facial images from the internet or from video 
surveillance systems to create facial recognition databases;

	● The use of emotion recognition systems in the workplace and in educational insti­
tutions;

	● The use of biometric categorisation systems;

	● The use of real-time remote biometric identification systems in publicly accessible 
spaces for law enforcement purposes (although this is declared permissible within 
narrow limits).

4.4.4.4	 High-risk AI systems
At the heart of the AI Act are the provisions on so-called high-risk AI systems. In 
principle, AI systems are considered high-risk AI systems if they pose significant 
risks to fundamental rights.
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A high-risk AI system exists if an AI system is used as a safety component for a 
product that falls under the EU harmonisation legislation listed in Annex I to the 
AI Act or is itself such a product. These include, for example, machines, toys and 
medical devices.

An AI system that falls into one of the following areas of Annex III to the AI Act is 
also classified as a high-risk AI system:
 
	● Remote biometric identification systems and AI systems for biometric categorisa­

tion as well as emotion recognition;

	● Critical infrastructure: AI systems that are intended to be used as safety compo­
nents in the management and operation of critical digital infrastructure, road traffic 
or water, gas, heating, or electricity supply are covered;

	● General education and vocational training: AI systems are covered if they are 
used to make decisions on the access of natural persons to general education or 
training institutions;

	● Employment, workers’ management, and access to self-employment: AI systems 
used for the analysis, filtering and evaluation of applicants are covered;

	● Certain basic private and public services and benefits: This includes, for example, 
AI systems used to check the creditworthiness and credit score of natural persons;

	● Law enforcement;

	● Migration, asylum, and border control management;

	● Administration of justice and democratic processes.

However, the AI Act provides for an important exception: AI systems from the afore­
mentioned categories of Annex III to the AI Act can be exempted from classification 
as high-risk AI systems under certain conditions. The prerequisite is that there is no 
significant risk of harm to the health, safety, or fundamental rights of natural persons. 
Examples include AI systems that are used to improve an activity previously carried 
out by human beings. The same applies if the AI system is only intended to perform 
a narrowly defined procedural task. The assessment of whether such an exception 
applies must be carried out by the undertaking itself as part of a risk evaluation and 
documented accordingly.

Providers of high-risk AI systems must fulfil a whole range of obligations, such as 
the following:
 
	● Risk analysis and risk management, Art. 9 AI Act;
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	● Data governance, Art. 10 AI Act;

	● Technical documentation, Art. 11 AI Act;

	● Record-keeping and transparency obligations, Art. 12–15 AI Act;

	● Quality management system, Art. 17 AI Act;

	● Conformity assessment procedure incl. CE marking, Art 43 et seq. AI Act;

	● Registration of the high-risk AI system in the EU database, Art. 49 AI Act.

In addition to the providers, the deployers are also subject to a range of obligations, 
such as the following:
 
	● TOMs for compliance with instructions for use, Art. 26 (1) AI Act;

	● Qualified human supervision, Art. 26 (2) AI Act;

	● Immediate notification of the provider and other stakeholders and, where appli­
cable, the competent authorities of incidents, Art. 26 (5) AI Act;

	● Creation of logs and storage for at least six months, Art. 26 (6) AI Act;

	● If they are also employers, inform the affected workers and workers representa­
tives about the use of a high-risk AI system in the workplace, Art. 26 (7) AI Act;

	● Obligation to cooperate with authorities, Art. 26 (12) AI Act.

The fundamental rights impact assessment for high-risk AI systems, which was origi­
nally required for all deployers, is now only provided for bodies governed by public 
law or private entities providing public services, as well as for high-risk AI systems 
that involve the provision of public services, assessments of creditworthiness or risk-
based pricing of life and health insurance.

4.4.4.5	 AI systems with limited risk
While the comprehensive list of obligations outlined above applies to operators of 
high-risk AI systems, operators of so-called AI systems with limited risk are generally 
only subject to certain transparency obligations. For instance, it must be disclosed 
if content such as images, videos or audio content is created or modified by an AI. 
The same obligation applies if an AI creates or modifies a text that is published with 
the purpose of public information.

4.4.4.6	 Other AI systems
All other AI systems can be developed and used in the EU without any additional 
legal obligations than the existing legislation.
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4.4.4.7.	 General purpose AI systems 
The publication of several generative AI systems such as ChatGPT and Midjourney 
at the end of 2022 put such systems at the centre of public debate. It is thus not 
surprising that the AI Act also contains rules for generative AI.

The AI Act defines so-called “general purpose AI models” (GPAI) as an AI model –  
including where such an AI model is trained with a large amount of data using self-
supervision at scale, – that displays significant generality and is capable of compe­
tently performing a wide range of distinct tasks, regardless of the way the model 
is placed on the market, and that can be integrated into a variety of downstream 
systems or applications [...]. 

For example, providers are subject to the following obligations:
 
	● Transparency and disclosure obligations, Art. 50 AI Act;

	● Guidelines for compliance with copyright law;

	● Making publicly available the data used to train the GPAI system.  

Special rules apply to so-called GPAI models with systemic risk. 

4.4.4.8	 Special regulations for start-ups 
The AI Act is intended to create an innovation-friendly legal framework and there­
fore provides various simplifications for SMEs domiciled in the EU. These include the 
following, for example:

	● Member States must provide training activities, Art. 62 (1) b) AI Act;

	● Ideational and financial support, Art. 62 (2) AI Act;

	● Prioritized, free access to “regulatory sandboxes”, Art. 57 AI Act;

	● Cap on fines under certain circumstances, Art. 99 (6) AI Act.

4.4.4.9	 Sanctions 
Non-compliance with the requirements of the AI Act can lead to exorbitantly high 
fines. These vary depending on the violation and the size of the company. While vio­
lations of prohibited AI systems can result in fines of up to EUR 35 million or seven 
per cent of the global annual turnover, other violations of obligations under the AI Act 
can result in fines of up to EUR 15 million or three per cent of global annual turnover. 
Fines of EUR 7.5 million or one per cent the global annual turnover can be imposed 
for providing false information.

Various national and EU-wide authorities are involved in enforcement, resulting in a 
complex structure of responsibilities and coordination procedures. In Germany the 
Bundesnetzagentur (Federal Network Agency) will be the respective authority.
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4.4.4.10.	 Entry into force of the AI Act 
The AI Act entered into force on 1 August 2024. The ban on AI systems will take 
effect just six months after the regulation came into force, namely on 2 February 
2025. The majority of the provisions of the AI Act will apply 24 months after entry 
into force, respectively on 2 August 2026. In contrast, the obligations stipulated for 
high-risk AI systems will only apply after 36 months. 

4.4.5	 Proposal for a Directive on AI Liability 
of 28 September 2022  

On 28 September 2022, the European Commission adopted a proposal for a Direc­
tive adapting the rules on non-contractual civil liability to artificial intelligence (AI 
Liability Directive).98  

On the same day, the aforementioned proposal for a new Product Liability Directive 
(see chapter 4.2.2 above) was adopted by the European Commission. The purpose 
of the AI Liability Directive is to lay down uniform rules on access to information and 
to ease the burden of proof in relation to damage caused by AI systems.

The draft AI Liability Directive applies to claims that do not fall within the scope of 
the aforementioned Product Liability Directive, i.e. that are not due to a defective 
product. It thus concerns cases where damage is caused by the misconduct of the 
AI provider. This includes, for instance, violations of privacy or damage caused by 
security problems.99 

The Directive does not standardise specific claims for damages but establishes evidenti­
ary facilitations and rebuttable presumptions for (potential) plaintiffs. It thus facilitates 
the judicial enforcement of claims for damages due to damage caused by an AI.

Art. 3 (1) of the draft Directive gives courts the opportunity to order, upon request of 
a (potential) plaintiff, that relevant evidence on a specific high-risk AI system100 sus­
pected of having caused damage to be disclosed. The prerequisite for this is that the 
(potential) plaintiff sufficiently demonstratesthe plausibility of his claim for damages.

98	 Regulation (EU) 2019/945 was already amended for the first time by Commission Delegated Regu­
lation (EU) 2020/1058 of 27 April 2020 (Regulation (EU) 2020/1058). In particular, Regulation (EU) 
2020/1058 introduced the additional drone classes C5 and C6.

99	 https://ec.europa.eu/commission/presscorner/detail/de/ip_22_5807.
100	 The draft is linked to the concept of a high-risk CI system, which is defined in Article 6 of the proposal 

for a law on artificial intelligence (2021/0106 (COD)) as an AI system that poses significant risks to the 
health and safety or fundamental rights of persons, cf. page 4, no. 1.1 of the explanatory memorandum 
(https://eurlex.europa.eu/resource.html?uri=cellar:e0649735a37211eb 958501aa75ed71a1.0019.01/
DOC_1&format=DOC).

https://ec.europa.eu/commission/presscorner/detail/de/ip_22_5807
https://eurlex.europa.eu/resource.html?uri=cellar:e0649735a37211eb 958501aa75ed71a1.0019.01/DOC_1&format=DOC
https://eurlex.europa.eu/resource.html?uri=cellar:e0649735a37211eb 958501aa75ed71a1.0019.01/DOC_1&format=DOC
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Before doing so, the (potential) plaintiff must have made all reasonable efforts to 
obtain the evidence, Art. 3 (2) of the proposed Directive. In reaching its decision, 
the court must balance the interests of all parties. In particular, the courts should 
consider the protection of any business secrets.

Art. 3 (5) of the draft Directive contains a means of exerting pressure to compel the 
provider of a high-risk AI system to disclose the requested information. According 
to this, a breach of relevant due diligence obligations is rebuttably presumed if the 
court order is not complied with.

Art. 4 of the draft Directive also provides for a rebuttable presumption of a causual 
link in the case of fault between a breach of due diligence and for a certain outcome 
of an AI system. In contrast to Art. 3, Art. 4 (1) of the draft Directive also applies to 
AI systems that are not high-risk AI systems. Despite this rebuttable presumption, 
the plaintiff still has to prove a breach of a duty of care (unless this is also presumed, 
for instance, under the above-mentioned Art. 3 (5)).

Art. 4 (2) and (3) of the draft Directive contain an exhaustive list of possible breaches 
of the duty of care which may give rise to the rebuttable presumption of the causal 
link between the breach of the duty of care and a certain outcome of a high risk AI 
system.

4.5	 Insurances

The question of to what extent artificial intelligence is insurable or should be insu­
rable is still being discussed extensively. In the following, we will only deal with the 
insurance of artificial intelligence, not the use of artificial intelligence by insurers.

The insurance industry is still at the beginning of an extensive process regarding 
artificial intelligence.101 101It is necessary to identify insurance-relevant actors, pro­
ducts, processes, and liability risks.

Classic insurance policies can be taken out in this context, especially for products 
that are comparatively easy to cover. Industrial robots, for instance, can currently be 
covered by machinery insurance. However, these insurances are not usually intended 
for specific aspects of artificial intelligence. Some insurance companies offer modular 
systems that cover the risks in the various stages of development and implementation 
of autonomous systems. 

101	 Ebert, in: Ebers/Heinze/Krügel/Steinrötter, Künstliche Intelligenz und Robotik, 1st ed. 2020, § 16 
marginal no. 6, 28 et seq.
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The question of compulsory insurance is being discussed. Due to the abstract dange­
rousness of vehicles and the potentially high damages, vehicles have long been 
subject to statutory liability insurance. This is also being considered in the context of 
artificial intelligence. For instance, the expert group set up by the EU Commission in 
2019 stated: “The more frequent or severe potential harm resulting from emerging 
digital technology, and the less likely the operator is able to indemnify victims indi­
vidually, the more suitable mandatory liability insurance for such risks may be”.102  
The EU Parliament had already stated in 2017 that the manufacturer, owner or user 
of a robot could be obliged to take out insurance for each autonomous robot. How­
ever, in contrast to the (people-related) insurance system for road traffic, all poten­
tial responsibilities in the chain should be covered.103 In addition, the EU Parliament 
considered an insurance fund for damages for which no insurance coverage exists.104 

In its current draft Artificial Intelligence Liability Directive105 (see section 4.4.5 above), 
the EU Parliament has now come out against a “publicly funded compensation mecha­
nism at Union level”. However, the Parliament has called upon the Commission to 
“work closely with the insurance market to develop innovative insurance products 
to fill the insurance gap”. The draft directive itself provides for insurance obligations 
for frontend and backend operators of “AI systems”.

In view of the developments outlined above, it is not unlikely that in future corres­
ponding insurance, possibly even compulsory insurance, will have to be provided, 
at least for particularly hazardous artificial intelligence. Insurance for a wide range 
of risks is also likely to become relevant at various levels – for instance, if the 
manufacturers, rather than the owners, were increasingly held liable due to faults in 
autonomous vehicles.

4.6	 A look into the future

The foregoing statements depict the status quo and the near future of the liability 
regime for artificial intelligence.

In view of the current manifestations of artificial intelligence, familiar mechanisms 
such as strict liability and fault-based liability, modified if necessary, should (still) 
essentially provide a sufficient liability framework. In this context, the “behaviour” 

102	 Expert Group on Liability and New Technologies - New Technologies Formation, Liability for Artificial 
Intelli gence and other emerging technologies, 20119, dot:10 2838/573689, Key Finding No. 33. 

103	 EU Parliament, Resolution 2015/2103, no. 57.
104	 EU Parliament, Resolution 2015/2103, no. 58; on the criticism of a fund solution Eichelberger, in: 

Ebers/ Heinze/Krügel/Steinrötter, Künstliche Intelligenz und Robotik, 1st ed. 2020, § 5 marginal no. 
70 with further references.

105	 European Parliament resolution of 20 October 2020 with recommendations to the Commission on a 
civil liability regime for the use of artificial intelligence (2020/2014 (INL)).
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of an artificial intelligence is ultimately always attributed to the manufacturer, if 
necessary, also to the operator (as in the case of automated vehicles in particular). 
The latter is liable for the “source of danger” that he has created with the artificial 
intelligence or its operation.

However, the more autonomously artificial intelligence will act and “decide” in the 
future, the more doubtful it seems to attribute liability to the respective manufacturer.

To avoid liability gaps, however, it is being discussed whether artificial intelligence 
should be granted its own legal personality. This could lead, for example, to an “arti­
ficial intelligence with limited liability”, as outlined in section 4.6.1, which would be 
liable with its own liability capital for violations of third parties.

In any case, it remains to be seen whether it is sufficient to keep adapting known 
mechanisms to the developments of artificial intelligence – or whether more far-
reaching, innovated approaches are needed here.

We would like to present a few of these approaches below.

4.6.1	 Legal personality of artificial intelligence

German law does currently not recognise the legal personality of artificial intelligence. 
Rather, it only distinguishes between natural persons and legal entities as possible 
holders of rights.

Technical progress requires a review of this concept. From today‘s perspective, it may 
still seem far-fetched to think about granting rights and imposing duties on artificial 
intelligence. However, artificial intelligence is becoming increasingly autonomous, 
adaptive, and capable of learning, and thus unpredictable. In the foreseeable future, 
it will reach a level of independence that could require new legal concepts, especially 
if the previous approaches to machine learning, such as deep learning using neural 
networks, are consistently developed further.

One of the most exciting questions is hence whether and to what extent artificial 
intelligence or intelligent or autonomous systems should be granted their own legal 
personality – and thus rights and obligations. Several reasons could speak in favour 
of a separate legal personality.

Artificial intelligence is becoming more and more complex and independent. Of course, 
one could argue that artificial intelligence does not make real decisions like those 
made by human beings, but that it only acts as a result of “IF-THEN” functions or in 
some other determined framework. Yet with increasing complexity and autonomy,  
it becomes more and more difficult to “programme” or even reliably predict the “deci­
sions” of an artificial intelligence. Especially the development of artificial intelligence 
by means of neural networks no longer has much in common with programming via 
classical “IF-THEN” functions and can produce unexpected results. Predicting the 
results of artificial “thought processes” is thus made more difficult or even impossible 
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and is largely based on what the artificial intelligence has learned up to that point. 
Since artificial intelligence also trains itself in these processes (example: a chess 
programme plays against other versions of itself and learns from this), human beings 
are increasingly receding into the background, even as teachers.

With each variable and experience added to the decision-making process of an AI, 
it becomes more difficult to predict or understand the decision that the AI will make 
based on it. Artificial intelligence has already proven in comparatively simple board 
games such as chess or Go that by independently learning the game and the best 
strategies in sometimes only a few hours or days (during which it completes millions 
of training games) it is far superior not only to previous classical software, but even 
to the best human players to date.106 If an artificial intelligence is able to outperform 
even the best human players by making moves that no human has ever thought of 
before, it is foreseeable that the human brain will no longer be able to predict how an 
artificial intelligence will react in certain situations, even in other more complicated 
areas, because it will, for instance, recognise more intelligent and hopefully better 
possible courses of action than a human being can.

We are only at the beginning of a development here that will gradually find its way 
into many areas of life and in which human beings will increasingly have to give up 
the idea that they can judge certain situations better than an artificial intelligence.

Predictions become also impossible when developers deliberately add random deci­
sions, and even more so when such random decisions are based on the previous 
findings of an AI that is founded on data it may already have collected. This is vividly 
illustrated by the chatbot “Tay” developed by Microsoft and used on Twitter: it was 
designed to be able to converse with human beings and learn from them. In fact, 
Tay learned within a very short time from the information that users provided to it. 
But this led to Tay making racist and sexist comments after a very short time. Tay 
was then deactivated by Microsoft.107 A similar event took place in early 2023, when 
Microsoft had to intervene and restrict the Bing A.I. chatbot because the discussions 
with the chatbot were occasionally getting“out of hand” after only a few consecutive 
questions, and were taking an unexpected and sometimes disturbing course for the 
users.108 

The usual assumption is that an artificial intelligence will always make the “best” deci­
sion. Objectively, though, it is not always possible to see in advance what the “best” 
decision will actually be, partly because this depends on subjective evaluation criteria 
and because the consequences of many decisions also depend on countless factors 
that are outside the sphere of control or even perception of the decision-maker.  

106	 Examples of such software are “AlphaGo“, “AlphaGo Zero“ or “AlphaZero“ by the developer DeepMind; 
https://www.sueddeutsche.de/digital/kuenstliche-intelligenz-champion-aus-dem-nichts-1.3713570. 

107	 For example, SZ Online, 3 April 2016, https://www.sueddeutsche.de/digital/microsoft-programm-tay-
rassistischer-chat-roboter-mit-falschen-werten-bombardiert-1.2928421.

108	 See for example https://www.cnbc.com/2023/02/17/microsoft-limits-bing-ai-chats-after-the-chat-
bot-hadsome-unsettling-conversations.html.

https://www.sueddeutsche.de/digital/kuenstliche­-intelligenz­-champion­-aus-­dem-nichts­-1.3713570
https://www.sueddeutsche.de/digital/microsoft-­programm­-tay­-rassistischer­-chat­-roboter-­mit-­falschen-­werten-­bombardiert­-1.2928421
https://www.sueddeutsche.de/digital/microsoft-­programm­-tay­-rassistischer­-chat­-roboter-­mit-­falschen-­werten-­bombardiert­-1.2928421
https://www.cnbc.com/2023/02/17/microsoft­-limits­-bing-­ai­-chats­-after-­the-­chat-­bot-­had­some­-unsettling­-conversations.html
https://www.cnbc.com/2023/02/17/microsoft­-limits­-bing-­ai­-chats­-after-­the-­chat-­bot-­had­some­-unsettling­-conversations.html
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On the other hand, the creation of artificial intelligence may also require the delibe- 
rate addition of a random component to the processes of this artificial intelligence.  
As a result of all this, the decisions of an artificial intelligence are or will be unpre­
dictable for human beings in numerous cases.

Accordingly, it will not always be possible to control or predict the behaviour of an 
autonomous system. With progressing autonomy, it will thus become increasingly  
difficult to attribute the actions of an autonomous artificial intelligence to a human 
being who is supposed to take responsibility for its actions. Human beings will not 
always be able to reliably determine, let alone reliably predict, the reason for the 
respective (mis)behaviour of an AI (e.g. unmanageable learning data, user input, 
manipulation by third parties, result of a hack, random decision, faulty software, etc.). 
However, this can also make it impossible to attribute damage in the causal chain to 
a specific natural person or legal entity as the originator. Even a perfectly program­
med artificial intelligence can make a seriously wrong decision because the artificial 
intelligence has previously gathered unfavourable experience during its operation for 
the decision to be made later and learned from this.

Hence, one solution for these cases could be to grant artificial intelligence a legal 
personality and thus make it a legal subject. People could accept that an AI can 
make its own autonomous decisions and, for instance, cause a traffic accident, injure 
someone or order two hectolitres of milk instead of two bottles. Such decisions may 
even be based on earlier learning processes of the artificial intelligence. It would be 
conceivable, among other things, to grant artificial intelligence a legal personality, at 
least in part, to the extent that it is necessary for the liability of artificial intelligence,109 
i.e. a kind of “liability personality” (see also section 4.6).

Here, too, one could argue that ultimately there is always a “programme” behind 
artificial intelligence, for the consequences of which the creator is to be held liable. 
However, the behaviour of artificial intelligence will be shaped more and more by 
its respective input, by its “learning data”. This input will usually be beyond the 
manufacturer’s control, especially if one assumes that artificial intelligences will 
become increasingly autonomous in its ability to acquire new learning data without 
human control (be it simply via crawlers on the internet or sensors to survey the 
environment). Neural networks are based on the principle of “try and error”. With 
deep learning becoming more and more dominant in artificial intelligence, the influ­
ence of the manufacturer on the “decisions” of the artificial intelligence – and thus 
also on their consequences – will decrease.

The statement that product monitoring will be easier than ever in future thanks to 
the large amount of data generated by the use of artificial intelligence is also not 
true in practice: it is by no means certain that sufficient information will result from 
the “collected” data; for this to be the case, it would have to be possible to analyse 

109	 Schirmer, JZ 2019, 17; on the classification as a legal subject with partial legal capacity or on relative 
legal subjectivity, see Maatz, CR 2024, 329.
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it accordingly. It is even less certain whether this data may be collected at all by 
the manufacturer in view of the protection of personal data or trade secrets. There­
fore, recourse to product monitoring obligations, at least in the case of autonomous  
systems, would not always be an effective approach to liability in the future.

With increasing autonomy, a (possibly limited) legal capacity of artificial intelligence 
could solve numerous legal problems, while previous attribution models reach their 
limits or could at least hinder the further development or use of artificial intelligence 
due to unmanageable risks. In contrast, such (limited) legal capacity would probably 
also give the artificial intelligence thus equipped increased economic and social weight 
in the medium term, as is also the case with legal entities, for instance corporations. 
Whether this is what society actually wants should be widely discussed.

4.6.2	 In particular: intelligent or autonomous robots

The foregoing becomes particularly evident in the case of intelligent or autonomous 
robots: Up to now, these have at best constituted an object within the meaning of 
the BGB. Objects, however, do not have their own rights and obligations. Similarly, 
the software, the artificial intelligence inherent in the robot, has no rights and obli­
gations. Even an autonomous and adaptive robot is an object and can thus not be 
held liable for its actions under current law. Therefore, up to date, it has always been 
necessary to attribute the cause of a robot‘s actions to a human being who is held 
responsible for them.

One possible modification to this approach could be a distinction based on whether 
the robot‘s actions appear to be autonomous and the result of an adaptive decision-
making process from the perspective of an objective person. If they are not auto­
nomous, they are likely to be controlled in some way by a human being, so such a 
robot is a tool and should be treated as an object. Accordingly, any liability caused by 
the robot can at best be attributed to a person “behind it” but not to the robot itself.

However, if a robot appears to be capable of learning and acting autonomously, this 
might be judged differently in the future. An object does not normally behave in 
unexpected ways, but an autonomous robot can certainly do so. Moreover, decisions 
made by the robot may not be the result of commands given to it by a human being 
but the result of the robot‘s adaptive behaviour. Therefore, a different legal status 
might be more appropriate for such adaptive autonomous robots, which would better 
reflect the specificities than the categorisation as an “object”. One approach to new 
regulation is the proposal for a future Sec. 90 b) BGB, according to which “digital 
actors” are not objects but the provisions for objects are to be applied to them accor­
dingly (modifying Sections 164 et seq., 180 et seq., 179 BGB).110 The parallel to the 
treatment of animals under Section 90 a) BGB becomes evident.
 

110	 Maatz, CR 2024, 330.



69

In this respect, human beings interacting with robots could also be expected to adapt 
or behave appropriately and, for instance, be prepared for unpredictable behaviour 
when interacting with a robot. They could rely less on knowing exactly what will 
happen next, like a human being when interacting with animals, but also with other 
human beings.

In addition to the duties of robots, which are related to liability issues, and although 
robots will not have the same rights as human beings in the foreseeable future, it 
does not seem inconceivable to grant robots appropriate rights in view of their role 
and function in future societies. Exactly how these rights are to be shaped and how 
far they may extend will, of course, be the subject of intensive and controversial 
discussions in the years and decades to come.

4.6.3	 Artificial intelligence and legal entities

A legal entity is not a human being, but also possesses various rights and obligations. 
The character of a legal entity is not predetermined by nature. It is defined solely 
by laws and can thus be adapted to new needs. Hence, one can certainly speak of 
a “virtual” person, since a legal entity is precisely not a person in the literal sense 
of the word, but in part has the same or at least similar rights as a natural person. 
Accordingly, it can also be worthwhile to consider legal entities in relation to artificial 
intelligence.

Legal entities such as corporations, associations or trade unions are in a certain sense 
“virtual” persons who are granted certain rights, e.g:

	● the right to own property;

	● the right to open a bank account;

	● the right to take legal action to protect their own interests, and

	● the right to obtain compensation for losses, including non-material losses (image or 
reputation damage).

Under German civil law, legal entities can be held liable. German criminal law does not 
currently apply to legal entities, but their representatives can be criminally prosecuted. 
However, there are efforts to extend criminal law to legal entities to a certain extent 
(“corporate criminal law”).111 

111	 For example, on 16 June 2020, the Federal Government passed a bill to combat corporate crime, 
the “Law on the Sanctioning of Association-related Crimes“, the so-called Association Sanctions Act, 
“VerSanG“.
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A particularly common legal entity under German law is a limited liability company 
(GmbH). Such a GmbH has rights and obligations and acts through its representati­
ves. It has a minimum capital of 25,000 euros, must be registered in the commercial 
register and is liable with its assets or capital.

Transferring the basic structures and principles of legal entities to artificial intelli­
gence could be a way to give artificial intelligence certain defined rights and a status 
that allows it to fulfil certain functions and at the same time become the addressee 
of certain obligations. The idea of giving artificial intelligence a comparable status 
has been discussed, for instance, for software agents used to conclude contracts.112 
However, the idea can in principle also be applied to all other forms of autonomous 
artificial intelligence.

In particular, the concept of the German limited liability company could be trans­
ferred to artificial intelligence. To this end, it would be quite conceivable to make it 
mandatory to provide a certain amount of capital for the operation of an artificial 
intelligence, with which it would be liable to the injured party in the event of “viola­
tions”. For instance, it would be conceivable that the operator, the manufacturer, or 
another person behind the artificial intelligence would have to provide this liability 
capital but would not be liable with their own assets. It would also be conceivable to 
provide capital via a corresponding liability insurance policy created for this purpose. 
This would then create an “artificial intelligence with limited liability” in the technical 
sense. The required liability capital could be based on the specific autonomy and the 
risk potential of the artificial intelligence in question.

Even if this limited liability initially seems like a potential disadvantage for injured 
parties: Limitations of liability are not unknown to current product liability law. And 
even the theoretically “unlimited” liability of a company under producer liability can 
in practice lead to losses for the injured party due to the company‘s lack of liability. 
Insurance companies could close any liability gaps or, in any case, increase the liability 
sums beyond the liability capital of an AI with limited liability. As outlined above, the 
respective liability capital could also be based on the degree of autonomy and risk 
potential of the AI in question.

4.6.4	 Conclusion

With the advancing technical development and the accompanying increase in auto­
nomy, it will probably become necessary to find a suitable legal status for artificial 
intelligence. It is argued that only the implementation of specific regulations for robots 
will be suitable or appropriate.113 

112	 Cf. e.g. Cornelius, MMR 2002, 353; Müller-Hengstenberg/Kirn, MMR 2014, 307.
113	 Beck, in: Hilgendorf/Günther, Robotik und Recht 2, Robotik und Gesetzgebung, pp. 239–260.
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In this context, it will probably not be sufficient to introduce individual special regu­
lations for autonomous robots and other forms of artificial intelligence for different 
areas of law to answer the (legal) questions that will arise when artificial intelligence 
makes more and more autonomous decisions. Such regulations and adjustments 
would lead to a patchwork of rules.

In particular with a view to liability issues, rather a coherent system must be deve­
loped. It is true that some well-known liability concepts can also be applied to artificial 
intelligence. Yet, the specifics of artificial intelligence are sometimes not sufficiently 
addressed. This will probably apply all the more in future as artificial intelligence 
becomes more autonomous and makes its own decisions. The current concepts of 
strict liability and fault-based liability of manufacturers and producers may reach their 
limits in the future. The more this is the case, the more an “own” liability – and all 
the more an own legal personality – of artificial intelligence has to be considered. 
This should be preceded by a broad social discussion – once the genie is out of the 
bottle, it will be difficult to catch it. 

5.	 AI contracts

5.1	 Contracts for artificial intelligence

German contract law already allows contracts related to AI (e.g. buying, selling, ren­
ting, leasing, and using robots or software). It is based on freedom of contract and 
provides for some restrictions, e.g. prohibitions on clauses and conditions that would 
disadvantage one party (e.g. Sec. 305 et seq. BGB). But none of those specifically 
address contracts relating to artificial intelligence.

At present, the contracting parties are free (or rather forced) to find their own rea­
sonable contractual solutions for all AI-specific issues. No licensee or user should rely 
on contracts for generative AI being legally compliant. In particular, it is questionable 
whether the data used for training was obtained and used lawfully, especially with 
regard to data protection, personality rights and third-party copyrights. This does not 
mean that a company must generally refrain from using them. But the attribution of 
risk must be regulated accordingly. 

It is also important to regulate to which extent the AI can be “trained” using the 
licensee‘s data and whether other customers can then also benefit from what the 
AI has learned in this way. In the worst case, the data used for training could be 
disclosed to other customers or the AI’s end users, which could constitute a violation 
of personality rights, intellectual property rights or trade secrets. If the licensee‘s 
data set also includes personal data, it may not be used to train the AI for other 
customers anyway. 

In connection with the AI Act, the European Commission has also submitted draft 
standard contractual clauses for the procurement of AI systems by public institutions 
(AI SCCs). The requirements set out therein are intended to ensure the conformity 
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of the contractual terms with the requirements of the AI Act, whereby one version 
of the AI SCCs has been published for high-risk AI systems and one for non-high-
risk AI systems. 

The AI SCCs cannot be used as the sole contractual basis for the use of AIs, as many 
topics relevant to contract law (e.g. liability, intellectual property) are not addressed 
at all or not adequately. Nevertheless, the AI SCCs can provide useful points of refe­
rence when negotiating contractual terms – including between private companies.
For contractual liability regulations, see already above, section 4.3.4.

As artificial intelligence can be dangerous, some restrictions apply. For instance, 
robots for military purposes may not be purchased by private individuals. This is 
already prohibited by general regulations, e.g. the Weapons Act or the Explosives 
Act, but will probably be adapted to new developments to close any legal loopholes.

5.2	 Contracts concluded by Artificial Intelligence

Contracts concluded “by artificial intelligence” are a controversial topic.114 The legal 
discussion around this topic deals with the question of whether the declaration of a 
so-called software agent can be classified as a declaration of intent by the software 
agent or by the user.

So far, the most common approach is to ask whether an (electronically generated) 
computer declaration can be attributed to the user. It is often argued that the user 
is directly responsible for the decision made by the software, since he has at least 
determined the framework conditions for a decision and explanation made by the 
artificial intelligence.

Consequently, contracts concluded by software agents are currently possible under 
German law, yet the declarations they make are always tied to those of the user and 
are considered as such.

Another solution for the use of software agents could be the prior conclusion of a 
framework agreement between the contracting parties (e.g. when registering for a 
service), which allocates certain legal consequences to the declarations of a software 
agent. With such a framework agreement, the declarations of a software agent must 
neither be genuine declarations of intent in the legal sense, nor do they have to be 
associated with the user of the software agent to achieve their purpose. Due to the 
freedom of contract, the parties involved can agree to such a procedure.

114	 Hengstenberg/Kirn in: Intelligente (Software)Agenten: Eine neue Herausforderung unseres Rechts 
systems – Rechtliche Konsequenzen der “Verselbstständigung“ technischer Systeme, MMR 2014, 307; 
Cornelius in: Vertragsschluss durch autonome elektronische Agenten, MMR 2002, 353; Bräutigam/ 
Klindt in: Industrie 4.0, das Internet der Dinge und das Recht, NJW 2015, 1137.



73

Nevertheless, these approaches cannot solve all problems. For instance, these solu­
tions are not suitable for software that is able to learn from decisions made in the 
past. Such software can change the framework conditions on its own. Any responsi­
bility for declarations made by such adaptive software would be an incalculable risk.

One idea for the legal handling of such software systems would be to consider the 
declaration as a declaration of the software itself and apply the rules for represen­
tatives to it.115 However, the prerequisite for making a declaration of intent is the 
existence of legal capacity and (at least limited) legal capacity of the software agent. 
At the moment, this approach fails. In the future, however, it would be conceivable 
to grant software agents a status comparable to that of legal entities (see in detail 
section 4.6.3).

6.	 AI and employee co-determination 

The rapid development of AI has far-reaching implications for the working environ­
ment. AI systems can perform not only repetitive tasks, but also support complex 
decision-making processes such as the selection of job applicants or the implemen­
tation of complex social selection processes. As a reminder, AI systems that are used 
to analyse, filter, and evaluate applicants are classified as high-risk AI under the AI 
Act, see section 4.4.4.4. 

This also raises questions with regard to employee co-determination, as the use of 
AI can influence the organisation of work and the working conditions of employees.

Since the reform by the Works Council Modernisation Act in 2021, explicit reference 
has been made to AI in several paragraphs in the Works Constitution Act (Betriebsver­
fassungsgesetz – BetrVG). However, the BetrVG does not contain a separate definition 
of what is meant by AI. The legislative reasoning, as documented, also contains no 
definition, meaning that disputes can be expected in future as to when employees’ 
rights of co-determination will be relevant. 

The following AI-related constellations are explicitly regulated within the BetrVG, 
although they do not concern the subject matter of mandatory co-determination but 
are located in the area of information and participation rights.

115	 Cornelius in: Vertragsabschluss durch autonome elektronische Agenten, MMR 2002, 353; Hengsten 
berg/Kirn in: Intelligente (Software)Agenten: Eine neue Herausforderung unseres Rechtssystems Legal 
consequences of the “independence“ of technical systems.
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6.1	 Consultation of experts

To provide works councils with the necessary expertise on the impact of AI in the 
working environment, Sec. 80 (3) sent. 2 BetrVG stipulates that an expert can be 
consulted on issues relating to the introduction and use of AI in the company. In this 
respect, the law presumes that an expert must be consulted in these cases. In prin­
ciple, an in-house expert (e.g. an employee of the IT department) should be consulted 
first and an external expert can only be commissioned if there is insufficient in-house 
expertise. In any case, the involvement of the expert requires an agreement with 
the employer, so that the works council may not act on its own authority. If such an 
agreement exists, the employer must bear the costs of such expert.

6.2	 Information and consultation rights  

The employer must inform the works council about the planning of work processes 
and workflows, including the use of artificial intelligence and submit the necessary 
documents to the works council, Sec. 90 (1) No. 3 BetrVG. This information must be 
provided at an early stage, i.e. already at the planning stage and before the actual 
start of use of the AI in the company.
 

6.3	 Selection guidelines 

The consent of the works council is required in connection with selection guidelines 
(i.e. regulations on uniform specifications that affect personnel selection in the event 
of recruitment, transfer, regrouping or dismissal). Pursuant to Sec. 95 (2a) BetrVG, 
the works council‘s approval requirement also applies in the event that AI is used to 
draw up such guidelines. 

6.4	 Right of co-determination 

In addition, the right of co-determination pursuant to Sec. 87 (1) Nos. 1 and 6 BetrVG 
are particularly relevant. These genuine co-determination rights are characterised 
by the fact that the works council can demand the conclusion of a works agreement 
and thus employers may not unilaterally introduce and operate the corresponding 
measures (here: the introduction of AI systems) These are subjects of mandatory 
co-determination. Measures taken by the employer without the proper involvement 
of the works council are legally ineffective. The introduction of AI in the company in 
violation of co-determination rights can thus be prohibited by the works council –  
if necessary, by way of a preliminary injunction.
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 6.4.1	� Right of co-determination pursuant to Sec. 87 (1) No. 1 BetrVG 
(regulatory behaviour)

Employers who draw up regulations on the order and conduct of employees in the 
workplace must involve the works council in accordance with Sec. 87 (1) No. 1 BetrVG 
and conclude a works agreement on this. By contrast, measures relating to work 
behaviour, i.e. regulations that determine how work is to be performed in the exercise 
of the right to issue instructions, are not subject to co-determination. Corresponding 
specifications of the work obligation do not lead to a co-determination right of the 
employer.116 Accordingly, the instruction to use or not to use AI to perform the work 
duties would not be subject to co-determination.117

 
6.4.2	 Right of co-determination pursuant to Sec. 87 (1) No. 6 BetrVG 

(technical monitoring equipment)

According to the case law of the Federal Labor Court, this co-determination requi­
rement is to be understood in a broad sense, so that not only the introduction and 
use of technical equipment intended to monitor the behaviour and performance of 
employees leads to the right of co-determination, but also such technical equipment 
that is suitable for such monitoring.118 AI systems are designed for the input of data 
and its processing, whereas it can be assumed that this (user) data will also be 
stored. The data stored accordingly is then also suitable for monitoring employees 
(e.g. when did who provide which input?). However, the employer must also be able 
to access the data stored by the AI. And there is no such possibility of access if the 
AI system is not set up on the employer‘s servers, but the employees access the AI 
via their own (private) access points.119

This overview shows that the planning for the introduction of AI systems already 
entails information rights for the works council and that the works council can have a 
say in the introduction and use of AI systems. Case law will have the task of further 
defining the relationship between AI and co-determination.

116	 Cf. BAG, judgement of 23. August 2018 – 2 AZR 235/18.
117	 Cf. ArbG Hamburg, resolution of 16. January 2024 – 24 BVGa 1/24.
118	 Cf. BAG, resolution of 10. December 2013 – 1 ABR 43/12.
119	 Cf. ArbG Hamburg, resolution of 16. January 2024 – 24 BVGa 1/24.
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